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ExecutivesSummary
Phishing defrauds millions of Internet users every year. Phishing attacks deiogives with

web sites that appear to be run by a trusted entity, such as a bank or a merchant, but are in fact
controlled by a criminal. The phishing page is designed to persuade a victim to provide
information that the phisher can use to steal money dithg or obtain credentials that can be

sold to other criminals.

The role of our Phishing Landscape studies is to collect and analyze reliable and longitudinally
consistent data that companies apolicymakersan use to mitigate the threat of phishingle
publish these data regularly at tiigybercrime Information Center

For this study we collected six million phishing reports from 1 May 2022 to 30 April 2023 from

four widely used and respected threat intelligence providers: the-Rhtshing Working Group

(APWG), OpenPhish, PhishTank, and Spamhaus. From that data vifediembre than 1.8

million unique phishing attack®Ve also analyzed more than 11 million phishing reports

collectedover a threeyear periodfrom 1 May 2020 to 30 April 2023. We added triennial
measurements and analyses so that we could consider questochasi | 2 ¢ K|l a LKA AaKA
evolved over athre@ S| NJ LJS NI 2NIK éLIK-AYARK SNBR R2 Ay 3 odzaAy Saa
NEIAAGNINE 2N S0 K2adAy3d ASNWBAOSa &SIFNIIFidSN.
Phishing leverages Internet resources, exploits vulnerable technologies, ancthiagage of

policy and legislative regimes that are siloed and often ineffective. Our study has measured and
identified distinct and persistent patterns of exploitation and abuse over a tysse period,

and stakeholders have known what is happeningaftong time. But far from improving, the

phishing landscape is worsening each year. Reviewing the data we have collected since 2020,

we conclude that the prevailing uncoordinated and ineffective attempts to curb phishing are

simply not working, and that mew strategy is requiredn the report, we examine how policy

regimes could fight phishing more paztively; how governments might encourage effective
anti-phishing strategies; and how legal action against the individual organizations that provide
resources to phishers could (and recently did) interrupt their criminal supply chain

Our data show that:

The number ofphishing attacks hatripled since May 2020

In addition, ishing attacks durinthis annualstudy periodfrom May 2022 to April 2023
increased 65% over the previous study period (Mayl202April 202).

The number of unique domain names reported for phishing continues to increa:

More thanone million uniqgue domain names were reported for phishing during the current
period, the most v have observed sinage began our observations in May 2020
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New gTLDs host a disproportionatand growing share of phishing domains

New gTLDs represent only 8% of registered domain names worldwide but 25% of domains used
for phishing. Year aftgrear, just 25 new gTLDs account for 90% of all new gTLD phishing
domains

Two-thirds of domain names reported for phishing across all TLDs

were registered specifically to carry ouyghishing

Malicious domain name registrations are thst commorway that phishers carry out their
attacks. Preventing the registration of these domains, and taking them down quicky, should be
a priority for the domain name industry.

Phishing that usecdubdomain poviders more than doubled

More than 16% of all phishing attacks wéaenched from phishing pages hostatdsubdomain
service providers30% of those attacks were perpetrated using just eight subdomain service
providers, illustrating how a service of tltyge can be used to create significant amounts of
harm.

C NXB S ydenviferdefinedthe phishinglandscape

Phishing in the Freenom ccTLDs (.TK, .ML, .GA, .CF, andasG&)jensive for many years,
because the domain names were free and Freeramtirabuse measures were ineffective

past years Freenom domains were used for 14% of all phishing attacks worldwideregmdm
was responsible for 60% of the phishing donsaieported in all the ccTLDs in November 2022.
Freenom stopped offering registrations in January 2023, and its ccEaBesd to be a resource
for new phishing domains

Phishers prefer to host their wekitesin the US

42% of all phishing attacks were centrated in just five U$ased hosting networks.

Criminals too easily acquire the resources they need for phishing

The current phishing mitigation strategy is not workiS¢emming the persistent and growing
tide of abuse will requireffective mitigation measures andcentives foithe organizations
that T wittingly or nott facilitate cybercriminal activityCoordination, cooperation, and
consistent action across a broad range of stakeholders and actors in the ptsspipigchain s
the only effective wayo make a significant impact quhishing
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Introduction
Phishing activities extract a heavy cost on society. Its victims often include multinational companies.
L . a2022 data beach reportestimated that the average recovery cost from a data breach where
phishing was the initial attack vector, was neady45 million. The2022 annual reporby the US
CSRSNI f . dzNB | dinte2rEt Clime @Srpléik dntdalys2hAtpRishing is by far the most
prevalent type of cybercrime complaint, with 300,497 victims reporrsges of $5Pnillionin the US
alone The report estimates anoth&@2 billion in lossefrom a form of targéed phishing called business
email compromiseEEQ.

These figures vastly underigatite the damageThey are selfreported by individual victims, and most
victims do not make reports to the FBI. Further, companies (such as banks)idolndethe numbers
of phishing victims or dollar losses for these reports. Finally, the numberstdnatude estimates of
lost business, time, credit report damage, or any thpatty remediation services acquired by a victim.

While many large entities have expert resources at their disposal to identify and defend against attacks,
smallbusinesses, comunity organizations, small municipalitiesd average consumers do not. Policy

and industry discussions about phishing often focus on the challenges faced by large corporations and
law enforcement, which are significant and legitimate. However, it imately the average citizerthe
Internet end userthat suffers from these attacksln addition to costs associated with direct

victimization, consumers pay higher prices for services when businesses must cover losses stemming
from phishing.

The global eonomy suffers as well. The routine exploitation of Internet resources used by
cybercriminals to launch phishing attacks negatively impacts consumers, besireass economies
worldwide.Pervasive phishing and other cybercrimes contribute to a lack cfucoer trust in online
services, which in turn createsdaag on economic opportunity

For thisPhishing Landscape 208®&idy we analyzedearly 6million phishing reportdrom phishing data
feeds These report&dentified 1.8 million distinct phishing attacksWe examinedphishing activity
during theperiod fromMay 2022to April 2023.

We looked at phishing activity from a variety of perspectives to understand how phistigrstrate

attacks, and specifically, where these criminals go to acquire the resadhatgbey neal to conduct
phishing.We distinguish phishing attacks where domain names were registered by phishers from
phishing attacks that were hosted on compromised domains or web sites. This distinction is important
because it indicates where additional phishprgvention andmitigation efforts could be applied most
effectively, and importantly, which operator (registry, registrar, hosting provider, subdopnauder) is
best positioned to implement these.

To this end, we examined where phishexgivity occurredamong Tog_evel DomaifTLDYegistries,

gTLD registrars, hosting providers, and subdomain resellers. We ranked these operators according to
raw counts andcomparativemetrics.We concluded this study by reporting on brands most targeted by
phishers.
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From the study data:
1 We observed a 65% growth in phishing attacks during the latest study period (May 2022 to April
2023) over the previous study period (May 2021 to April 2@22his compares to the 61%
growth that we had reported in ou2022 Landscape study
1 We observed noteworthy spikes in July and August 2022 and in January 2023.
1 Inthe most recent months, the number of phishing attacks pentinas nearly three times
greater than in May 2020.

Monthly phishing attacks reported has tripled since
1 May 2020 and continues to trend upwards

Phishing Attacks by Month, May 2020 - April 2023
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Throughoutthe study, we providgearoveryearcomparisons of
phishing activity. By examining phishing behavior ové8-enonth
period, from May 2020 to April 2@2we identified domain name )
registration or hosting patterns that persist over time. From the attaCkShavet”pled
longitudinal analyses afforded by a mwttar data set, we were able since May 20Q
to illustrate (through trendlines) prevailing directions of various
phishing metrics.

Monthly phishing

Our data show that théargely independent efforts by the domain name and hosting industries,
governments, and private sector organizations have done little to slow the growth of phislaind the
damage it causes to Internet users around the wdridhe sectionBuilding a Better Futuréolicies,
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Practices, and Legislatiam page40we review our findings in the context of measures that these
parties should consider to effect change.

In this report, we shovkey statistics and trend® illustrate how phishing has evolved over a thigsar
period.

We investigate how phisheexploit the global domain name spacef-level DomainsTLD} and which
domain name registrarthey most often frequent to register domains purposely (maliciously) for
phishing attacksWe review the effect on phishing whexTLD operator Freengra perennial phishing
haven, ceased offering domain registrations at five ccTLDs.

We also explain how criminals create user accounts to host phishing websites thaaogmain
service providerand whichbrands are most targeted by phishing attacks

We closely examinmalicious domain registrationge., how phishers register domain names purposely
for phishing.

We look at the addresses where phishing web sites are hostediabigng providers (ASN#jat are
most frequently misused to facilitate phishing attacks, and where these providers aleaged.

We conclude our report with sets cicommended policies, legislation, aptacticesthat the domain
name industry, governments, and private sector should adopt to disrupt the phishing supply chain.
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Key Statistics and Trends

We use data collected at the Cybercrime Information Center for autsieape studies (s¢eAQ). For
this study, we collected ovdr.8 million phishing report®vera oneyear period, from 1 May 2022
through 30 April 2023. We use ddtam four widely used and respected threat data providers: the
Anti-Phishing Working Group (APWGpenPhishPhishTankandSpamhausWe augmented this data
set with the datave used for our 2021 and 2022 studies to present y@ar-year (comparative)
measurements.

Thestatistics that we present in this report include both absolute metrcg.(the number of domain
names registered in a particular TLD that appear on a lvckhd relative metricse(g.,a phishing

score, representing the number of those domain names as a proportion of the total number of domains
registered in that TLD). Attention to this distinction is critical to understanding and properly interpreting
our analyses and findings.

Key statistics for this study period (May 2022 to April 2023) are compared with the corresponding
statistics from the previous study period (May 2021 to April 302the following table:

Phishing measurements all show increases over the prior period

May 2021to May 2022 to

MEEEIEIE April 2022 April 2023

Change

Total number of phishing attacks 1,122,579 1,850,392 +727,813

Unique domain names reported for 853.987 1124679  +270.692

phishing

Mahm_ous ly registered phishing 588.321 725520  +137,199
domains

Top-Ie:\veI domains where phishing 660 699 139
domains were reported

Registrars with domains undgr . 1,523 2394 1871
management reported for phishing

Hosting networks where phishing web 4159 4382 1993

sites were reported

Phishing attacks increask65% (year over yeagnd showed a tweyear increase of.66%. A phishing
attackis a phishing site that targets a specific brand or entity. We determine if multiple phishing reports
and URLsefer to the same phishingite andeliminateduplicates to yieldhe number of unique
phishingsites For more information about how we identifyphishing attack, visit thierminologypage

at the Cybercrime Information Center.
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i - - Unigue domain names reported for phishing
More thanl million unique domain . e o
9 increased by 72%year over year) This finding is

names were repoed for phishing 51 48R 2y 2dNJ RSGSNYAYF GA2Yy 2F
during the current period, themos I R2YIAY yIYS Ay | LKA&AKAY3I N

we have observeith any period number to account for domains which appeared in
i multiple phishing attacks in multiple quarters durin
since May 2020 ultipie phishing in multiple qu uring

the yearly period.

Twao-thirds of domain names reported for phishing were maliciously registergdiis finding is based
on our determination that alomain name was purposely registered by a phisher to perpetrate a
phishing attackFor more information aboutow we determine if a registration was malicioussit the
terminologypage at the Cybercrime Information Center.

We obtained the numbers of TLRF,LD registrars, and hosting networks where we observed phishing
by counting each operator that appeared in the yearly study deta.quarterly key statisticare:

Key statistics for each 3 -month period

May August November February
Measurement 2022 p 2022 p 2022 p 2023 p
(by Quarter) July October January April
2022 2022 2023 2023
Total number of phishing attacks 404,914 568,856 564,592 382,422

Phishing attacks associated with

. . . . 227,457 364,300 370,195 185,828
malicious domain registrations

Unique domain names reported for

L 248,414 296,540 426,364 208,031
phishing

Malicious registered phishing domains 163,157 207,889 308,467 140,041

Top-level domains where phishing

: 561 567 567 534
domains were reported
gTLD registrars with domalnsf ur_lder 502 576 661 713
management reported for phishing
All registrars with domains ur.1de.r 1,163 1,309 1,302 1,320
management reported for phishing
Hosting networks where phishing 2483 2675 2 666 2167

web sites were reported
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To obtain yearly measurements for TLDgDLD registrars, we performed a-daplication of domain

namesand URL¢hat appeared in more than one quarteks a result,lie sum of the four quarterly
numbers inthe table below will not be the same as the cumulative hnumbers in the tableage 6

Trends of Key Statistics

Phishing attacks and unigue domains reported for phishing all trended uptbe¢hree-year period.
The number of pishing attacks and unique domaigiew steadily until a notabldrop inFebruary
2023. Much othat decline may be attributed to the collap®f the commercial ccTLD operator

Freenom. We examine Freenom in some detail in the section entilething is Free: The Collapse of

Freenonon page?l.

We continued toobserve a meaningful increase in phishing attacks hosted on subdomain service
providers We examine this later, in the sectiohbuse of SubdomafBervice Providemn page23.

3 years of data show that phishing remains a significant problem
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Trends of Quarterly Key Statistics

May to Augto Nov2020to Febto

May to

Augto Nov2021to Febto

May to

Augto Nov2022to Febto

Jul 2020 Oct2020 Jan 2021 Apr2021 Jul 2021 Oct2021 Jan2022 Apr2022 Jul 2022 Oct2022 Jan 2023 Apr2023

Thenotable decrease iphishing inearly 2023 is partly attributable to the collapse of Freenom.

Freenom provided 4% ofall phishing domainsvorldwide in 2022 but stopped offering registrations in

January 2023. The number of its domains used for phishing then fell to virtually nothinyib3023.
Readers should not rush tnake too much othe phishingdecreasén early 2023For more, see the

sectionNothing is Free: The Collapse of Freenampage21.9 Sy A GK CNBSy2YQa
removed,our three-year data show that phishing has without question increased significantly over

time.

We docontinue to observe that a steeper declinetie number ofunique domain names reported than
the numberof phishing attacks. This, combined with our observed increase in the use of subdomain
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reseller services and other campaigns where mulfjiilishing websites are hosted on one domain, may
signal a shift in phisher behavior.

Phishingattacksremain the mostrelevantmetric, because it measures the number of phishing sites
launched, and therefore the scope of phishing activity and the numbesibés that are being used to
victimize target organizations and their user®ther measurements domain names, URLS, addresses,
networkst identify the resources that phishers empldsfforts to reduce criminal use of domain
names are important and benefal But when these efforts arapplied without complementary efforts

to mitigate phishing on cloud servicesweb hosting criminalsstill havenumerous alternative
resourcedo phish. The lamentable state of phishing indicates that more collaboratioysa the
operators whose resources ausedis necessary.

Phishing Activity

We define gphishing attaclas a phishing site that targessspecific brand or entity. This is a basic
measure of how much phishing activity is being obseraed in our opinion, the most accurate

indicator of positive or negative change over tinBy measuringhishingattacks, wecandetermine if
multiple phishing reports (or more than one URL) refer to the same phishing site. When we do find this
kind of activity, we eliminate duplicates to yield a count of distinct (unique) phishing attacks.

In past studies, we observed that phishing
activity had been highesh the Monday
through Wednesday period, and that
blocklistingpeaked around Wednesdays.
Phishers advertise their attacks via spam me
at what they believe to be an optimal time,
i.e, when people check their work and
personal email on returning to work or after
the weekend is over. We also note that there
is a delg between when an attack begins ant
when it is blocklisted essentially, attacks do
peak a bit earlier than reported.

In ourMay 2022to April2023studyperiod,

we saw a slight shift in this pattern. The
number of phishing attacks reported on
Monday to Fiday were reasonably consistent
but were lowerby about 20% on Saturday
and Sunday. We are unable to ascertain
whether thisis a result ok change in phisher
behavior or a change in reporting behavior.
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Time Elapsed between Doma&ippearanceand Phishig
In previous Phishing Landscape studies, we analyzed how many days elapsed between when a domain
name was registered and when that domain was associated with a phishing.attaskells us about

how phishers try to evade detection, and how they use donmames they register.

Sometimes we cannot obtain domain registration datesuch as for ccTLDs that do not publish WHOIS

or from gTLDs where raféniting or other issues impede our oattion system. To compensate, we

have incorporated passive DNS data collected By AlyticsPassive DNS shows when a domain name

gra FANRG aSSy (2 NBMANBAS AYLISH KNS y5bS(éd RIS SdzagXK SiyK Ayaz
available from WHOIS.

We consider any domain used for a phishing attack witt .
0

14 days of domain appearance to be maliciously 46% of gTLD_ do_mams

registered.During the current study perio84% of gTLD reported for phishing were

domains reported for phishing were used within 48 used within 14 days following
i I 0, .

hours followlpgdomaln appearancand 46%were domain appearance

reported within 14 days

This finding makes a case for gTLD registries or registrars to identify and preemptively block suspicious
registration atempts.Registries and Registrazan leverage field experience and research that are
currently employed to blocklist phishing domains. For example, registrars could monitor and investigate
bulk registrations, where a party can register dozens, hundredfomsands of registrations from a

single account in a very short time frame. Here, registrars could apply recommendations from academic
research’? Asan alternativeto accepting a registration that has a high probability of being used for
phishing, he registrar can decline attempts to register domains that are suspiciously long, include an
excessive number of hyphens or numbers, include brands (or brand similarities), or have observably
suspicious composition patterns.{y, bandao###.com, bd####.com, bdty###.com, ###bdty.com,
bdvip###.com) .

I Malicious Domain Detection Using Machine Learning On Domain Name FeatureBasedt-eatures and Web
Based Features

https://www.sciencedirect.com/science/article/pii/S181050920310383

2Understanding the Domain Registration Behavior of Spammers
http://conferences.sigcomm.org/imc/2013/papers/imc24vaoA.pdf
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. For bothgTLDs and ccTLB&%of domain
Number of days from f.II‘St names associated with a phishing attack
appearance of a domain to were reported within the first year of

first report of phishing activity registration.
With the inclusion of passive DNS data, we

I :
? — were able to perform this measurement for
: nearly onehalf of the ccTLD domains.
j = We see a different elapsed time behavior
s Il from ccTLBE 13% of the ccTLD domains
s reported for phishing were used with#8
7 B hours followingdomain appearancand20%
s W used within 14 days.
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Phishing Distribution Across the Domain Name Space

According tdbomain Toolsatthe end ofApril2023, there were oveB44 million registereddomainsin
the global domain name space. We observed phishig@@of the approximatly 1,500existingTLDs
during the current study period.

For our studiesye divided the overall domain name space into four categories:

1 the .COM and .NET registries, operated by Verisign, repreggii% of the domains in the
world,

9 the countrycode domains (ccTLDs) represagt37% of the domains,

9 the legacygeneric TLDgthose other than .COM and .NET and introduced before 2613,
.ORG, .BIZ, .INFEQepresentng 5% of the domains, and

1 the new gTLDs introduced from 2014 to the preseng(.TOP,LIVE, .REST, .SUPPORT, )CYOU
represeningthe remaining8% of the domains.

We analyzed the phishing domains and attacks to see how they were distributed across the domain
namespace

All Registered Domains

Phishing Domains

new gTLDs
8% new gTLDs

25%
A |egacy TLDs

5%

legacy TLDs
5%

.COM/.NET

50% .COM/.NET

31%

31% of all domains reported for phishing were in .COM and .N&Jlightdecrease fron84% inthe
previous period.This percentage is significantly smaller than the combined market shas&%) of
those TLDswhich increasedlightly from 48% inthe previous period 5% of phishing was iegacy
TLDs other than .COM and .NET, which is in line with their market share.
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New gTLDsontinued to
attract phishers

Phishing activity continusto be a problem for thenew
gTLDsIn April 2020, new gTLDs represented 9% of domain
names in the world but accouad for 18%of domains used
for phishingBy! LINAf HnuoX GKS yS¢g 3I¢[ 54
declined to 8% but their share of phishing domains grew to

25%. Our data show that, consistently, 90% of the phishing

domains in new gTLDs are found in just 25 new gTLDs.

39% of domaimames used for phishing wereegisteredin

ccTIDs This is roughly in line with the market share

represented by ccTLDs. Until early 2023sping in the Freenonfwasrespon8|b|e for

ccTLD categomyasswollen by phishing domains reported
in five commercialized ccTLDs run by Freenom (.TK, .ML

over 60% of phishing domains

.GA, .CF, .GQ), which offered freevdon name reported in ccllDs in November

registrationsh dzZNJ R G I

NBBSIFt SR (K 2022,but that percentage

represented 19% of the ccTiByistered domain names dropped to under 15% by the

during the 2023 study period but represented 40% of all
OO0¢[5 LKAAKAY3A R2YFIAYya NBI
represented 8% of all regesed domains yet accounted for

end of April 2023 yay

14% of phishing domains reportedrossall TLDs.

We observed a significant decline in phishing domains reported in the Freenom doT2a28 The

decline, while not entirely coincident with the cybersquatting and infringabhcomplaint filed against

Freenom had an immediate impacEreenom stopped processing new registratiomsponsible fo

over 60% of phishing domains reportedccTLD& Y b2 3SYOSNJ HAHHI CNBSYy2YQa L
dropped to under 15%y the end of April 2023

Dramatic Decline of Freenom in ccTLD Phishing Domains
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https://krebsonsecurity.com/2023/03/sued-by-meta-freenom-halts-domain-registrations/

For more about the effect of Freenom on phishing in ccTLDs, please see the Blttiory is Free: The
Collapse of Freenoon page2l.

Malicious Domain Registrations Across the Domain Name Space
We measured the number aefique phishing domains reported across a total of 699 TEQrour
studies we classify a phishing domain as being:
maliciously registeredfor exampleregistered to carry out a malicious or criminal.debr example,
a criminal often creates a domaiegistration account at one or more domain registrars, and uses
these to register domains, singly or in quantity (bulk), using the same services as a legitimate user
or
compromised which we define adomain names that were registered for legitimate posps but
co-opted by criminalshrough some form of compromis&or example, ariminalmay hijack a
f SAAGAYFGS dzASNRA R2YFAY NBIAAGNI NI | OO02dzyi= It
or URL to a host that the attacker controls; here, the domain and DNS are compromised. An
attacker may also exploit a vulnerability at a legitimit2 Y | web Bastingandupload fake or
malicious content tdhe web site; in this case, the web server is compromised.

This distinction is important because it often identifies where investigators should go for assistance with
mitigation of the criminahctivity:

$ If the domain is maliciously registered, an investigator will seek assistance from a domain name
registrar, a TLD operator, or the operator that provides DNS for the malicious domain to
suspend the domain name registration or name resolutifime investigator may also contact
the web hosting provider.

§ {dzaLISYRAY3I | O2YLINBYAASR R2YIAY g2dZ R KIN)Y (KS
R2gy (GKS fS3IAGAYI (SInaskigaBrwill céntadt theihbsiiry providgto S Y I A £ @
have the nalicious content removed

Note that parties that discover phishing pages will do their best to blocklist URLSs that identify malicious
content to avoid further victimization, whereas they may block maliciously registered domain names
(and thus all hostnameand URLSs created using this name) to contain the pervasive malicious activity.

Visit the Cybercrime Information Center for details regardingmeathodologyfor determining
maliciously registered domain names

When we studied where phishers registered domains purposely for phishing, we saw some meaningful
differences in percentages from where phishing domains were reported.
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Maliciously Registered Phishing Domains

new gTLDs
34%

_legacy TLDs
6%

.COM/.NET

32%

Together, .COM ah.NET represertalf of the
domain name space overall. We determirtbdt

40% of reported phishing domains in .COM and
.NET were purposely (maliciously) registered for
phishing. The remaining 60% were likely victims of

some form ofcompromise by phishers.

New gTLB continued to present attractive
registration opportunities for phisherswWe
determined that34% ofall the maliciously

registered phishing domains were in new gTLDs

Thisismore thanfouri A YSa G KS

asS3ayvysSyiQ:

share and igonsistent with our 2021 and 2022

study findings.

While thenew gTLIprogram was intended to

increase consumer choicit also expanded thregistration field for phishergs competition among

TLDs increased, some registry operators have sought to compete by offering low @ieestimes as
cheap as US$0.99, and sometimes even free. These cheap registrations have consistently attracted
phishers, who wish to operate below fratdktection thresholds or spend as little of their own money as
possible Registry operators and registrars who have competed on price have sometimes operated less
than-effective antiabuse programsasthose programsost money and effort.

New gTLB continue to have the highest percentage of maliciously registered phishing domains.

Percentage of Phishing Domains Maliciously Registered

88% of all New gTLDs
phishing
domains in new | 9T
gTLDs are
maliciously COMPRET
registered

ccTLDs

m Maliciously Registered Domains

88%
79%
33%

67%

46% 54%

m Compromised Domains

12%

21%

Our data show that phishetend to exploit new gTLDs for intense periods, and then move on to other
gTLDsFor example, one or more phishers appear to have concentrated their attention on the .SHOP
TLD in summer 2021, perhaps until the repuwatof the TLD faltexd and be@ame an impediment to
launching an effective attack. They or other phishers then concentrated on another TLD, .LIVE in
summer 2022, and exploited it in a similar manner.
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https://newgtlds.icann.org/en/applicants/global-support/faqs/faqs-en

hdzNJ RIFGEF Ffa2 akKz2g 0K G irdyfon aisko@eNRD fét physiani campdigiis) NJ
For example, in summer 202driminals maliciously registered domain namebath .SHORNd .WORK
using registrars DNSPod and NamesSilo. Phishing registrations in dipR&d to previously low

numbers in the fall, but we observed lingering effects in .SHOP for months thereafter. We observed a
similar behaviorr the fall 2022, when criminals exploited .LIVE using the registrar Sav.com, with a sharp
decline to previoughishing numbers in early 2023.

Peaks in number of maliciously registered phishing

domains vary over time for different TLDs

30,000

25,000

—e—shop

20,000
== work

—o—live
15,000

10,000

5,000
\

May- Aug- Nov Feb- May- Aug- Nov Feb- May- Aug- Nov Feb-

Jul Oct 2020 Apr  Jul Oct 2021 Apr Jul Oct 2022 Apr

2020 2020 toJan 2021 2021 2021 toJan 2022 2022 2022 toJan 2023
2021 2022 2023

The five ccTLDs operated by Freenom (.CF, .GA, .GQ, .ML, and .TK) accounted for 45% of all the
malicious phishing domain regisdtionsin the ccTLDsThe .CN ccTLD accounted for 23% and the .US
ccTLD accounted for another 10% of malicious ccTLD phishing domain registrations.

cCcTLDs operated by parties other than Freenamd .CNexperiencedittle phishinggenerally, and

relatively few malicious domain registrations particularlghan the gTLD3We see few or no

maliciously registered domains in ccTltzs restrict registrationssuch asHU, NZ and F| where a

connection to the country, a proof of identijtgr evidence of incorporation are required, or .LK, where

the acceptable use policpUF0 Ay Of dzZRS& | af 201 YR adzalLISyRé AF R2
activity. ThesecTLDs make a strong case for validating domain registrants in the interest of public

safety.

Ly O2yiN}&adzs GKS o' { OO0¢[5 KIF-&a | aySEdzaé NBIjdzA NBY
with a national connection, but .US had very high numbers of phishing domains. This indicates a possible

problem with the administration or applicatiarf the nexus requirements. For more about the .US
CCTLD, please s&anking of TLDs ISzoringMetricson pagelo.

Ranking of TLDs by Phishing Domains Reported

Our 2023 study data showed that criminals took advantage of much of the global name space,
registeringdomains primarily in the tofevel domains that offered open registratiarizhishersalso
compromiseddoman registration accountsf unwitting registrantsor broke intothe hosting servicesf
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https://www.domain.hu/domain-registration-policy/#drp1
https://www.ntchosting.com/domains/co-nz/
https://www.hostaan.fi/en/fi-domain-requirements/
https://www.domains.lk/index.php/policies-conditions/domain-registration-policy

web accountsSome TLEXegistrar servicedpr reasons opricing operating practiceyr business
processs, appear to be more attractive to phishers than others.

For the 2023tudyperiod,while the number of domains in .COM remained approximately the same
from our 2022 study, the number of domains reported fdiishing increased by over 55,000.

: 2023 Phishing
Registry . :
Operator Domains Domains
P in TLD Reported g
1 com Verisign 159,531,443 333,158
2 cn CNNIC 7,363,700 117,785
3 ml Freenom 1,630,164 76,715
4 top Jiangsu Bangning 1,945,721 53,286
5 tk Freenom 4,729,434 41,798

3-year comparison of TLDs with most phishing domains reported

2021study 2022 study 2023study

Comparing our 2023 findings to prior studies, we found that:
1 .COM continued to have the most unique domain names used for phishihgughthat is to

0S SELSOGSR RdzS (2 @/ haQa 3AINBFIG &aAT S FyR dzmAld
1 .CN, the ccTLD of China, had the second largest number of domains used for phishing. Curiously,

the number of domains in .CN decreased by over 1.6 million from our 2022 study, but the

number of phishing domains reported increased by 14,000. The 2023 andsf@Bzhumbers

are dramatically higher than the 16,000 phishing domains reported in.2021
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1 .TOP appeared in the top 10 most phished TLDs in 2021 with 15,000 domains reported for
phishing 6 dzi RNRLILISR FNRY GKS NIY{AY3I AY HAHHOD
increased 353% over the 2021 figure.

 CN3X S yfigeXcTlEDsIsoappeared in the top 2t our 2021 and 2022 studigd/e examine
Freenom and its commercialized ccTLDs initletdhe section entitledNothing is Free: The
Collapse of Freenoon page2l.

Ranking of TLDs ByoringMetrics

The more phishing domains imamespace or portfolio controlled by one company, the greater the
opportunity (and need) for that company to take effective aatiuse measures including measures
to find and suspend malicious phishing registrations early. Scoring metrics allow for comparisons
between TLDs of different sizes.

We use scoring metrics to compare whether a TLD has a higher or lower incidence of phishing relative to
others.Scoring metrics allow for comparisons between TLDs of different simescample, the metric

Gt KAaKAy3 52 YshawswhethelSaNd Dvhaszmigharr lower incidence of phishing relative

to others.Refer to the Cybercrime Information Centerminology pagavhich describes how we

calculate the phishingomainscore.

The following table shows the TLDs with the highest yearly phishin ~ Some TLDs have phishinc
domain scores. While .COM is always the highest ranked by phishi domain scores 230 times

domains, these TLDs have yearly phishing score€302imes that of that of .COM
.COM.
Yearly
Rk Tlo  SeUsly  Bovens P T
Score g
1 rest Punto 2012 39,700 2,940 740.6
2 live Identity Digital 649,941 39,714 611.0
3 support | Binky Moon 32,705 1,603 490.1
4 ml Freenom 1,630,164 76,715 470.6
5 cyou Shortdot SA 314,942 13,356 424.1

High yearly phishing domain scores are problematic for TLAperson is more likely to encounter a
dangerous domain when they click on a hyperlink in an email message or visit a web site address that
contains a domain name registered in a TLD with a high yearly phishing\&&@ne faced with a high
likelihood of exposing a user to a maliciously registered phishing domainaviskse organizations are
likely to blocklisentire TLDs.

The following table shows the gTLDs that had the greatest prevalence of malicious registrations and had
more than 10,000 phishing dans over the yeaThedomains reported for phishing in these TLDs are
highly likely to have been registered by criminals for phisHiey were compromised (hacked)

domains
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https://www.cybercrimeinfocenter.org/terminology/#phishingscore

Phishing Malicious Phishing % Malicious ly

Domains  Domain Registrations Registered ¢
cyou 13,356 13,010 97%
top 53,286 51,459 97%
live 39,714 36,938 93%
shop 22151 20,211 91%
info 36,346 32,249 89%
online 20476 16,682 82%
Xyz 29,946 24240 81%

The following table shows the ccTLDs that hadgteatest prevalence of malicious registrations and
had more than 5,000 phishing domains over the year:

ccTLD Phishi_ng Maligious P.hishi_ng %Mgliciously
Domains  Domain Registrations Registered ¢
pw 7,533 5,759 76%
us 29,761 20,312 68%
mi 76,715 51,545 67%
ru 12,271 7,559 62%

Phishingactivity in the #2ranked.USccTLD is notable .US is the ccTLD of the United States and had a

very large number of its domains used for phishirgimost 30,000 domains, more than 20,000 of

which were registered maliciously by phishers. The National Telecommunications and Information
Administration (N'IA) of the U.S. Department of Commerce administers the contract for .US. The NTIA
recently published aroposalthat would allow the TLD operator to redact registrant data from WHOIS,
YE1TAYy3 A0 Y2NB RAFFAOMAZ G G2 ARSYy(IAFTeée LKAAKSNAR I yR

Ironically, at least 109 of the .US domains in our data were used to attack thédd States

government specifically théJnited States?ostal Service and its customessgnificant numbers of .US
R2YFAya 6SNB Ffa2 NB3IAAGSNBR sipdmiheitédmpepiesairkivdg 2 F G K
Bank of America, Apple, Microsoft, Meta, Amazon, AT&T, Citi, Comcast, and TiSggbmains were

also used to attack foreign government operations:5i® domains were used to attack Australian

government services, sixi G F O1T SR DNBIF iQa . NAGFAYQa w2elf alAfx
attacked the Denmark Tax Authority.
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https://www.federalregister.gov/documents/2023/05/01/2023-09180/introduction-of-accountable-measures-regarding-access-to-personal-information-of-us-registrants

Nothing is Free: The Collapse of Freenom
For many years, phishers obtained hundreds of thousands of free domain names at a set of five
commercialized ccTLDBhis longstanding concentrabn of abuse suddenly closed in early 2023,
creating a dip in global phishing numbers.

The ccTLDs .TK, .ML, .GA, .CF, and .G@ere operated by a

Dutch company called Freenom, which negotiated contracts with
Freenom, a perennial 0§KS 02 dzy (i NA SGNK Sy S ManhotBideasio S &
hotspot of phishingwas give away the domain names for free, but to monetize the traffic
to the expired domainby placingadvertising on themThe free
] domains attracted phishers, and Freenom was criticized for not
collapsed by the weight of  4oing enough to prevent repeat use of its senigecriminals.
cybercriminal activity

shut down in early 2023,

Phishers used Freenom to register enormous numbers of
R2YlIAyad . & HnmoX | o62dzi Hy: 2F (K¢
registrations were made in théreenom registriesThe abuse stayed persistently high over the years.

In our 2022 report, we fand that more than 223,000 Freenom domains were used for phishing,

accountngfor 14% of all phishing domains reported inall TONB Sy 2 YQa FTA DS ¢[ 5a &6 SN
the top seven TLDs with the most phishing sites, along with .COM and' h&YZeenm TLDs

accounted for 45% of all the malicious phishing registratinoree TLDS

But in January 2023, Freenom stopped offering domains names. The number of Freenom domains used
for phishing quickly plummeted:

Monthly Phishing Domains Registered Through Freenom

36,000
27,000
18,000
9’000 I I I I I I I I I I I
LT o
§533383888:838383533383388858¢5

2021 2022 2023

CNB Sy 2 Y Qwas ditleatly pdaddpted by tovdevelopments

1 Freenom was taken to court in Amsterddoy one of its investors, which asked the court for an
AYy@SaaAal GAzy 27F CNBhsoo@thade a deeisiihid Gdiobie520222ndR dzO G ®
published it in late December 20ZPhe court foundhat Freenom had repeatedly violated
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https://uitspraken.rechtspraak.nl/#!/details?id=ECLI:NL:GHAMS:2022:3229

variousreportingrules and obligations anithe courtappointed a supervisory director to the

O2YLI yeQa o02FNR® ¢KS FdAf Ay@SadA3ararAzy Aa |
1 Inlate 2022Freenom was sued by Metthe parent company of Facebook, Instagram, and

WhatsApp. Metallegedcybersquattingtrademark infingemens. | YR @A 2t I GA2y & 27

anti-phishing law andits claimsinvolvedmillions of dollars in potential damagess of this

writing, the casasongoing.

LJL.

In June 2023security journalisBrian KrebsitedL y (i S Riishifig$ ahdscamtudies and data from
the Cybercrime Information Center teport that phishing using Freenom domains had dried to a
trickle, evidently as phishers used up whatever remaining darivaventories they had.

On June 7, 2023 theabonese Republiook back management of .GAR da$he failure of the company
CNBSy2YX (2 LINRPOGARS (KS LyiSNY Stiear@euivce¥naeyt hofled that A (G K |
YAfTEtA2ya 2F oD! R2YlIAya ¢2dZ R 6S RSftSGUSR 06SOI dza$s
GKSY®E

OnJuly 17,2023 Frge2 YQa O2Yy U NJ Ol ¢ *ipiked and therAgvarnnig@t ©dk HAER S vy U
control of its .MLccTLD.

C NB S yfreevfdll & a setback for phishers, but based on our ryelsir data phishing is too lucrative to
imagine that the setback is more than temporary. While it is possible that phishing attacks may decline
in the near future, we believe that it is more ligghat phisherswill replace Freenondomain

registrations andthe attack numbers return to their previous levels.
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https://krebsonsecurity.com/wp-content/uploads/2023/03/Freenom-First-Amended-Complaint-3March2023.pdf
https://krebsonsecurity.com/2023/05/phishing-domains-tanked-after-meta-sued-freenom/
https://krebsonsecurity.com/2023/05/phishing-domains-tanked-after-meta-sued-freenom/























































