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Executive Summary 
Phishing defrauds millions of Internet users every year. Phishing attacks deceive victims with 

web sites that appear to be run by a trusted entity, such as a bank or a merchant, but are in fact 

controlled by a criminal. The phishing page is designed to persuade a victim to provide 

information that the phisher can use to steal money directly or obtain credentials that can be 

sold to other criminals. 

The role of our Phishing Landscape studies is to collect and analyze reliable and longitudinally 

consistent data that companies and policymakers can use to mitigate the threat of phishing. We 

publish these data regularly at the Cybercrime Information Center. 

For this study we collected six million phishing reports from 1 May 2022 to 30 April 2023 from 

four widely used and respected threat intelligence providers: the Anti-Phishing Working Group 

(APWG), OpenPhish, PhishTank, and Spamhaus. From that data we identified more than 1.8 

million unique phishing attacks. We also analyzed more than 11 million phishing reports 

collected over a three-year period, from 1 May 2020 to 30 April 2023. We added triennial 

measurements and analyses so that we could consider questions such as: άIƻǿ Ƙŀǎ ǇƘƛǎƘƛƴƎ 

evolved over a three-ȅŜŀǊ ǇŜǊƛƻŘΚέ ŀƴŘ ά!ǊŜ ǇƘƛǎƘŜǊǎ ŘƻƛƴƎ ōǳǎƛƴŜǎǎ ŀǘ ǘƘŜ ǎŀƳŜ ǊŜƎƛǎǘǊȅΣ 

ǊŜƎƛǎǘǊŀǊΣ ƻǊ ǿŜō ƘƻǎǘƛƴƎ ǎŜǊǾƛŎŜǎ ȅŜŀǊ ŀŦǘŜǊ ȅŜŀǊΚέ 

Phishing leverages Internet resources, exploits vulnerable technologies, and takes advantage of 

policy and legislative regimes that are siloed and often ineffective. Our study has measured and 

identified distinct and persistent patterns of exploitation and abuse over a three-year period, 

and stakeholders have known what is happening for a long time. But far from improving, the 

phishing landscape is worsening each year. Reviewing the data we have collected since 2020, 

we conclude that the prevailing uncoordinated and ineffective attempts to curb phishing are 

simply not working, and that a new strategy is required. In the report, we examine how policy 

regimes could fight phishing more pro-actively; how governments might encourage effective 

anti-phishing strategies; and how legal action against the individual organizations that provide 

resources to phishers could (and recently did) interrupt their criminal supply chain. 

Our data show that: 

The number of phishing attacks has tripled since May 2020 

In addition, phishing attacks during this annual study period from May 2022 to April 2023 

increased 65% over the previous study period (May 2021 to April 2022). 

The number of unique domain names reported for phishing continues to increase 

More than one million unique domain names were reported for phishing during the current 

period, the most we have observed since we began our observations in May 2020. 

 

https://www.cybercrimeinfocenter.org/
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New gTLDs host a disproportionate and growing share of phishing domains 

New gTLDs represent only 8% of registered domain names worldwide but 25% of domains used 

for phishing. Year after year, just 25 new gTLDs account for 90% of all new gTLD phishing 

domains. 

Two-thirds of domain names reported for phishing across all TLDs 
 were registered specifically to carry out phishing 

Malicious domain name registrations are the most common way that phishers carry out their 

attacks. Preventing the registration of these domains, and taking them down quicky, should be 

a priority for the domain name industry. 

Phishing that used subdomain providers more than doubled 

More than 16% of all phishing attacks were launched from phishing pages hosted at subdomain 

service providers. 80% of those attacks were perpetrated using just eight subdomain service 

providers, illustrating how a service of this type can be used to create significant amounts of 

harm.  

CǊŜŜƴƻƳΩǎ demise redefined the phishing landscape 

Phishing in the Freenom ccTLDs (.TK, .ML, .GA, .CF, and .GQ) was extensive for many years, 

because the domain names were free and Freenom anti-abuse measures were ineffective. In 

past years Freenom domains were used for 14% of all phishing attacks worldwide, and Freenom 

was responsible for 60% of the phishing domains reported in all the ccTLDs in November 2022. 

Freenom stopped offering registrations in January 2023, and its ccTLDs ceased to be a resource 

for new phishing domains. 

Phishers prefer to host their web sites in the US 

42% of all phishing attacks were concentrated in just five US-based hosting networks. 

Criminals too easily acquire the resources they need for phishing 

The current phishing mitigation strategy is not working. Stemming the persistent and growing 

tide of abuse will require effective mitigation measures and incentives for the organizations 

that τ wittingly or not τ facilitate cybercriminal activity. Coordination, cooperation, and 

consistent action across a broad range of stakeholders and actors in the phishing supply chain is 

the only effective way to make a significant impact on phishing. 
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Introduction 
Phishing activities extract a heavy cost on society. Its victims often include multinational companies. 

L.aΩǎ 2022 data breach report estimated that the average recovery cost from a data breach where 

phishing was the initial attack vector, was nearly $4.45 million. The 2022 annual report by the U.S. 

CŜŘŜǊŀƭ .ǳǊŜŀǳ ƻŦ LƴǾŜǎǘƛƎŀǘƛƻƴΩǎ Internet Crime Complaint Center says that phishing is by far the most 

prevalent type of cybercrime complaint, with 300,497 victims reporting losses of $52 million in the U.S. 

alone. The report estimates another $2 billion in losses from a form of targeted phishing called business 

email compromise (BEC).  

These figures vastly underestimate the damage. They are self-reported by individual victims, and most 

victims do not make reports to the FBI. Further, companies (such as banks) do not include the numbers 

of phishing victims or dollar losses for these reports. Finally, the numbers do not include estimates of 

lost business, time, credit report damage, or any third-party remediation services acquired by a victim. 

While many large entities have expert resources at their disposal to identify and defend against attacks, 

small businesses, community organizations, small municipalities, and average consumers do not. Policy 

and industry discussions about phishing often focus on the challenges faced by large corporations and 

law enforcement, which are significant and legitimate. However, it is ultimately the average citizen, the 

Internet end user, that suffers from these attacks. In addition to costs associated with direct 

victimization, consumers pay higher prices for services when businesses must cover losses stemming 

from phishing.  

The global economy suffers as well. The routine exploitation of Internet resources used by 

cybercriminals to launch phishing attacks negatively impacts consumers, businesses, and economies 

worldwide. Pervasive phishing and other cybercrimes contribute to a lack of consumer trust in online 

services, which in turn creates a drag on economic opportunity. 

For this Phishing Landscape 2023 study we analyzed nearly 6 million phishing reports from phishing data 

feeds. These reports identified 1.8 million distinct phishing attacks. We examined phishing activity 

during the period from May 2022 to April 2023. 

We looked at phishing activity from a variety of perspectives to understand how phishers perpetrate 

attacks, and specifically, where these criminals go to acquire the resources that they need to conduct 

phishing. We distinguish phishing attacks where domain names were registered by phishers from 

phishing attacks that were hosted on compromised domains or web sites. This distinction is important 

because it indicates where additional phishing prevention and mitigation efforts could be applied most 

effectively, and importantly, which operator (registry, registrar, hosting provider, subdomain provider) is 

best positioned to implement these. 

To this end, we examined where phishing activity occurred among Top-Level Domain (TLD) registries, 

gTLD registrars, hosting providers, and subdomain resellers. We ranked these operators according to 

raw counts and comparative metrics. We concluded this study by reporting on brands most targeted by 

phishers. 

 

 

https://www.ibm.com/reports/data-breach
https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
https://www.ic3.gov/
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/business-email-compromise
https://www.weforum.org/agenda/2022/08/digital-trust-how-to-unleash-the-trillion-dollar-opportunity-for-our-global-economy/
https://www.cybercrimeinfocenter.org/terminology#phishingreport
https://www.cybercrimeinfocenter.org/terminology#phishingattack
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From the study data: 

¶ We observed a 65% growth in phishing attacks during the latest study period (May 2022 to April 

2023) over the previous study period (May 2021 to April 2022) τ this compares to the 61% 

growth that we had reported in our 2022 Landscape study. 

¶ We observed noteworthy spikes in July and August 2022 and in January 2023. 

¶ In the most recent months, the number of phishing attacks per month is nearly three times 

greater than in May 2020. 

Monthly phishing attacks reported has tripled since  

1 May 2020 and continues to trend upwards  

 

 

Throughout the study, we provide year-over-year comparisons of 

phishing activity. By examining phishing behavior over a 36-month 

period, from May 2020 to April 2023, we identified domain name 

registration or hosting patterns that persist over time. From the 

longitudinal analyses afforded by a multi-year data set, we were able 

to illustrate (through trendlines) prevailing directions of various 

phishing metrics. 

Our data show that the largely independent efforts by the domain name and hosting industries, 
governments, and private sector organizations have done little to slow the growth of phishing and the 
damage it causes to Internet users around the world. In the section Building a Better Future: Policies, 

Monthly phishing 

attacks have tripled 

since May 2020 

 

https://interisle.net/PhishingLandscape2022.html
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Practices, and Legislation on page 40 we review our findings in the context of measures that these 
parties should consider to effect change. 

In this report, we show key statistics and trends to illustrate how phishing has evolved over a three-year 

period. 

We investigate how phishers exploit the global domain name space (Top-level Domains, TLDs) and which 

domain name registrars they most often frequent to register domains purposely (maliciously) for 

phishing attacks. We review the effect on phishing when ccTLD operator Freenom, a perennial phishing 

haven, ceased offering domain registrations at five ccTLDs. 

We also explain how criminals create user accounts to host phishing websites through subdomain 

service providers and which brands are most targeted by phishing attacks. 

We closely examine malicious domain registrations, i.e., how phishers register domain names purposely 

for phishing.  

We look at the addresses where phishing web sites are hosted, the hosting providers (ASNs) that are 

most frequently misused to facilitate phishing attacks, and where these providers are geo-located.  

We conclude our report with sets of recommended policies, legislation, and practices that the domain 

name industry, governments, and private sector should adopt to disrupt the phishing supply chain. 
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Key Statistics and Trends  
We use data collected at the Cybercrime Information Center for our landscape studies (see FAQ). For 

this study, we collected over 1.8 million phishing reports over a one-year period, from 1 May 2022 

through 30 April 2023. We use data from four widely used and respected threat data providers: the 

Anti-Phishing Working Group (APWG), OpenPhish, PhishTank, and Spamhaus. We augmented this data 

set with the data we used for our 2021 and 2022 studies to present year-over-year (comparative) 

measurements. 

The statistics that we present in this report include both absolute metrics (e.g., the number of domain 

names registered in a particular TLD that appear on a blocklist) and relative metrics (e.g., a phishing 

score, representing the number of those domain names as a proportion of the total number of domains 

registered in that TLD). Attention to this distinction is critical to understanding and properly interpreting 

our analyses and findings. 

Key statistics for this study period (May 2022 to April 2023) are compared with the corresponding 

statistics from the previous study period (May 2021 to April 2022) in the following table: 

Phishing measurements all show increases over the prior period 

Measurement  
May 2021 to 

April 202 2 

May 2022 to 

April 202 3 
Change 

Total number of phishing attacks  1,122,579 1,850,392 +727,813 

Unique domain names reported for 

phishing 
853,987 1,124,679 +270,692 

Malicious ly registered phishing 

domains 
588,321 725,520 +137,199 

Top-level domains where phishing 

domains were reported 
660 699 +39 

Registrars with domains under 

management reported for phishing  
1,523 2,394 +871 

Hosting networks where phishing web 

sites were reported 
4,159 4,382 +223 

 

Phishing attacks increased 65% (year over year) and showed a two-year increase of 166%. A phishing 

attack is a phishing site that targets a specific brand or entity. We determine if multiple phishing reports 

and URLs refer to the same phishing site and eliminate duplicates to yield the number of unique 

phishing sites. For more information about how we identify a phishing attack, visit the terminology page 

at the Cybercrime Information Center.  

https://www.cybercrimeinfocenter.org/faqs
https://apwg.org/ecx/
https://openphish.com/
https://www.phishtank.com/
https://www.spamhaus.org/
https://www.cybercrimeinfocenter.org/terminology/#phishingattack
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Unique domain names reported for phishing 

increased by 72% (year over year). This finding is 

ōŀǎŜŘ ƻƴ ƻǳǊ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ƻŦ άǘƘŜ ŦƛǊǎǘ ƻŎŎǳǊǊŜƴŎŜ ƻŦ 

ŀ ŘƻƳŀƛƴ ƴŀƳŜ ƛƴ ŀ ǇƘƛǎƘƛƴƎ ǊŜǇƻǊǘέΦ ²Ŝ ǳǎŜ ǘƘƛǎ 

number to account for domains which appeared in 

multiple phishing attacks in multiple quarters during 

the yearly period.  

Two-thirds of domain names reported for phishing were maliciously registered. This finding is based 

on our determination that a domain name was purposely registered by a phisher to perpetrate a 

phishing attack. For more information about how we determine if a registration was malicious, visit the 

terminology page at the Cybercrime Information Center.  

We obtained the numbers of TLDs, gTLD registrars, and hosting networks where we observed phishing 

by counting each operator that appeared in the yearly study data. The quarterly key statistics are: 

Key statistics for each 3 -month period  

Measurement  

(by Quarter) 

May 

2022 ƿ 

July 

2022 

August 

2022 ƿ 

October 

2022 

November 

2022 ƿ 

January 

2023 

February 

2023 ƿ 

April  

2023 

Total number of phishing attacks  404,914 568,856 564,592 382,422 

Phishing attacks associated with 

malicious domain registrations  
227,457 364,800 370,195 185,828 

Unique domain names reported for 

phishing 
248,414 296,540 426,364 208,031 

Malicious registered phishing domains 163,157 207,889 308,467 140,041 

Top-level domains where phishing 

domains were reported 
561 567 567 534 

gTLD registrars with domains under 

management reported for phishing  
502 576 661 713 

All registrars with domains under 

management reported for phishing  
1,163 1,309 1,302 1,320 

Hosting networks where phishing  

web sites were reported 
2,483 2,675 2,666 2,167 

 

More than 1 million unique domain 

names were reported for phishing 

during the current period, the most 

we have observed in any period 

since May 2020 

https://www.cybercrimeinfocenter.org/terminology/#maliciousdomain
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To obtain yearly measurements for TLDs or gTLD registrars, we performed a de-duplication of domain 

names and URLs that appeared in more than one quarter. As a result, the sum of the four quarterly 

numbers in the table below will not be the same as the cumulative numbers in the table on page 6. 

Trends of Key Statistics 
Phishing attacks and unique domains reported for phishing all trended up over the three-year period. 

The number of phishing attacks and unique domains grew steadily until a notable drop in February 

2023. Much of that decline may be attributed to the collapse of the commercial ccTLD operator 

Freenom. We examine Freenom in some detail in the section entitled, Nothing is Free: The Collapse of 

Freenom on page 21. 

We continued to observe a meaningful increase in phishing attacks hosted on subdomain service 

providers. We examine this later, in the section Abuse of Subdomain Service Providers on page 23. 

3 years of data show that  phishing remains a significant problem  

 

The notable decrease in phishing in early 2023 is partly attributable to the collapse of Freenom. 

Freenom provided 14% of all phishing domains worldwide in 2022 but stopped offering registrations in 

January 2023. The number of its domains used for phishing then fell to virtually nothing by April 2023. 

Readers should not rush to make too much of the phishing decrease in early 2023. For more, see the 

section Nothing is Free: The Collapse of Freenom on page 21. 9ǾŜƴ ǿƛǘƘ CǊŜŜƴƻƳΩǎ ŎƻƴǘǊƛōǳǘƛƻƴ 

removed, our three-year data show that phishing has without question increased significantly over 

time. 

We do continue to observe that a steeper decline in the number of unique domain names reported than 

the number of phishing attacks. This, combined with our observed increase in the use of subdomain 



 

Phishing Landscape 2023  August 2023 

10 

reseller services and other campaigns where multiple phishing websites are hosted on one domain, may 

signal a shift in phisher behavior. 

Phishing attacks remain the most relevant metric, because it measures the number of phishing sites 

launched, and therefore the scope of phishing activity and the number of sites that are being used to 

victimize target organizations and their users. Other measurements τ domain names, URLs, addresses, 

networks τ identify the resources that phishers employ. Efforts to reduce criminal use of domain 

names are important and beneficial. But when these efforts are applied without complementary efforts 

to mitigate phishing on cloud services or web hosting, criminals still have numerous alternative 

resources to phish. The lamentable state of phishing indicates that more collaboration across the 

operators whose resources are used is necessary. 

Phishing Activity 
We define a phishing attack as a phishing site that targets a specific brand or entity. This is a basic 

measure of how much phishing activity is being observed, and in our opinion, the most accurate 

indicator of positive or negative change over time. By measuring phishing attacks, we can determine if 

multiple phishing reports (or more than one URL) refer to the same phishing site. When we do find this 

kind of activity, we eliminate duplicates to yield a count of distinct (unique) phishing attacks. 

In past studies, we observed that phishing 

activity had been highest in the Monday 

through Wednesday period, and that 

blocklisting peaked around Wednesdays. 

Phishers advertise their attacks via spam mail 

at what they believe to be an optimal time, 

i.e., when people check their work and 

personal email on returning to work or after 

the weekend is over. We also note that there 

is a delay between when an attack begins and 

when it is blocklisted τ essentially, attacks do 

peak a bit earlier than reported. 

In our May 2022 to April 2023 study period, 

we saw a slight shift in this pattern. The 

number of phishing attacks reported on 

Monday to Friday were reasonably consistent 

but were lower by about 20% on Saturday 

and Sunday. We are unable to ascertain 

whether this is a result of a change in phisher 

behavior or a change in reporting behavior. 

  

https://www.cybercrimeinfocenter.org/terminology/#phishingattack
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Time Elapsed between Domain Appearance and Phishing 
In previous Phishing Landscape studies, we analyzed how many days elapsed between when a domain 

name was registered and when that domain was associated with a phishing attack. This tells us about 

how phishers try to evade detection, and how they use domain names they register. 

Sometimes we cannot obtain domain registration dates τ such as for ccTLDs that do not publish WHOIS 

or from gTLDs where rate-limiting or other issues impede our collection system. To compensate, we 

have incorporated passive DNS data collected by ZETAlytics. Passive DNS shows when a domain name 

ǿŀǎ ŦƛǊǎǘ ǎŜŜƴ ǘƻ ǊŜǎƻƭǾŜ ƛƴ ǘƘŜ 5b{Φ ²Ŝ ǳǎŜ ǘƘƛǎ άŦƛǊǎǘ ŀǇǇŜŀǊŀƴŎŜέ ŘŀǘŜ ǿƘŜƴ ƴƻ ǊŜƎƛǎǘǊŀǘƛƻƴ ŘŀǘŜ ƛǎ 

available from WHOIS. 

We consider any domain used for a phishing attack within 

14 days of domain appearance to be maliciously 

registered. During the current study period 34% of gTLD 

domains reported for phishing were used within 48 

hours following domain appearance and 46% were 

reported within 14 days. 

This finding makes a case for gTLD registries or registrars to identify and preemptively block suspicious 

registration attempts. Registries and Registrars can leverage field experience and research that are 

currently employed to blocklist phishing domains. For example, registrars could monitor and investigate 

bulk registrations, where a party can register dozens, hundreds, or thousands of registrations from a 

single account in a very short time frame. Here, registrars could apply recommendations from academic 

research.1, 2 As an alternative to accepting a registration that has a high probability of being used for 

phishing, the registrar can decline attempts to register domains that are suspiciously long, include an 

excessive number of hyphens or numbers, include brands (or brand similarities), or have observably 

suspicious composition patterns (e.g., bandao###.com, bd####.com, bdty###.com, ###bdty.com, 

bdvip###.com) .  

  

 
1 Malicious Domain Detection Using Machine Learning On Domain Name Features, Host-Based Features and Web-
Based Features 
https://www.sciencedirect.com/science/article/pii/S1877050920310383  
2 Understanding the Domain Registration Behavior of Spammers 
http://conferences.sigcomm.org/imc/2013/papers/imc247-haoA.pdf  

46% of gTLD domains 

reported for phishing were 

used within 14 days following 

domain appearance 

 

https://zetalytics.com/
https://www.sciencedirect.com/science/article/pii/S1877050920310383
http://conferences.sigcomm.org/imc/2013/papers/imc247-haoA.pdf


 

Phishing Landscape 2023  August 2023 

12 

Number of days from first 
appearance of a domain to  

first report of phishing activity  

For both gTLDs and ccTLDs, 85% of domain 
names associated with a phishing attack 
were reported within the first year of 
registration. 

With the inclusion of passive DNS data, we 
were able to perform this measurement for 
nearly one-half of the ccTLD domains.  

We see a different elapsed time behavior 
from ccTLDs: 13% of the ccTLD domains 
reported for phishing were used within 48 
hours following domain appearance and 20% 
used within 14 days. 
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Phishing Distribution Across the Domain Name Space 
According to Domain Tools, at the end of April 2023, there were over 344 million registered domains in 

the global domain name space. We observed phishing in 699 of the approximately 1,500 existing TLDs 

during the current study period. 

For our studies, we divided the overall domain name space into four categories: 

¶ the .COM and .NET registries, operated by Verisign, representing 50% of the domains in the 

world, 

¶ the country-code domains (ccTLDs) representing 37% of the domains, 

¶ the legacy generic TLDs ς those other than .COM and .NET and introduced before 2013, e.g., 

.ORG, .BIZ, .INFO ς representing 5% of the domains, and 

¶ the new gTLDs introduced from 2014 to the present (e.g., .TOP, .LIVE, .REST, .SUPPORT, .CYOU) 

representing the remaining 8% of the domains. 

We analyzed the phishing domains and attacks to see how they were distributed across the domain 

name space. 

 

31% of all domains reported for phishing were in .COM and .NET, a slight decrease from 34% in the 

previous period. This percentage is significantly smaller than the combined market share (50%) of 

those TLDs, which increased slightly from 48% in the previous period. 5% of phishing was in legacy 

TLDs other than .COM and .NET, which is in line with their market share. 

https://www.domaintools.com/
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Phishing activity continues to be a problem for the new 

gTLDs. In April 2020, new gTLDs represented 9% of domain 

names in the world but accounted for 18% of domains used 

for phishing. By !ǇǊƛƭ нлноΣ ǘƘŜ ƴŜǿ Ǝ¢[5ǎΩ ƳŀǊƪŜǘ ǎƘŀǊŜ 

declined to 8% but their share of phishing domains grew to 

25%. Our data show that, consistently, 90% of the phishing 

domains in new gTLDs are found in just 25 new gTLDs. 

39% of domain names used for phishing were registered in 

ccTLDs. This is roughly in line with the market share 

represented by ccTLDs. Until early 2023, phishing in the 

ccTLD category was swollen by phishing domains reported 

in five commercialized ccTLDs run by Freenom (.TK, .ML, 

.GA, .CF, .GQ), which offered free domain name 

registrations. hǳǊ Řŀǘŀ ǊŜǾŜŀƭŜŘ ǘƘŀǘ CǊŜŜƴƻƳΩǎ ¢[5ǎ 

represented 19% of the ccTLD-registered domain names 

during the 2023 study period but represented 40% of all 

ŎŎ¢[5 ǇƘƛǎƘƛƴƎ ŘƻƳŀƛƴǎ ǊŜǇƻǊǘŜŘΦ hǾŜǊŀƭƭΣ CǊŜŜƴƻƳΩǎ ¢[5ǎ 

represented 8% of all registered domains yet accounted for 

14% of phishing domains reported across all TLDs. 

We observed a significant decline in phishing domains reported in the Freenom ccTLDs in 2023. The 

decline, while not entirely coincident with the cybersquatting and infringement complaint filed against 

Freenom, had an immediate impact. Freenom stopped processing new registrations: responsible for 

over 60% of phishing domains reported in ccTLDs ƛƴ bƻǾŜƳōŜǊ нлннΣ CǊŜŜƴƻƳΩǎ ǇŜǊŎŜƴǘŀƎŜ Ƙŀǎ 

dropped to under 15% by the end of April 2023. 

 

New gTLDs continued to  

attract phishers 

 

Freenom was responsible for 

over 60% of phishing domains 

reported in ccTLDs in November 

2022, but that percentage 

dropped to under 15% by the 

end of April 2023  

 

https://krebsonsecurity.com/2023/03/sued-by-meta-freenom-halts-domain-registrations/
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For more about the effect of Freenom on phishing in ccTLDs, please see the section Nothing is Free: The 

Collapse of Freenom on page 21. 

Malicious Domain Registrations Across the Domain Name Space 
We measured the number of unique phishing domains reported across a total of 699 TLDs. For our 

studies, we classify a phishing domain as being: 

maliciously registered, for example, registered to carry out a malicious or criminal act. For example, 

a criminal often creates a domain registration account at one or more domain registrars, and uses 

these to register domains, singly or in quantity (bulk), using the same services as a legitimate user.  

or  

compromised, which we define as domain names that were registered for legitimate purposes but 

co-opted by criminals through some form of compromise. For example, a criminal may hijack a 

ƭŜƎƛǘƛƳŀǘŜ ǳǎŜǊΩǎ ŘƻƳŀƛƴ ǊŜƎƛǎǘǊŀǊ ŀŎŎƻǳƴǘΣ ŀƭǘŜǊ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 5b{ ŜƴǘǊȅ ǘƻ ǊŜǎƻƭǾŜ ŀ ƴŀƳŜ 

or URL to a host that the attacker controls; here, the domain and DNS are compromised. An 

attacker may also exploit a vulnerability at a legitimate ŘƻƳŀƛƴΩǎ web hosting and upload fake or 

malicious content to the web site; in this case, the web server is compromised. 

This distinction is important because it often identifies where investigators should go for assistance with 

mitigation of the criminal activity: 

¶ If the domain is maliciously registered, an investigator will seek assistance from a domain name 

registrar, a TLD operator, or the operator that provides DNS for the malicious domain to 

suspend the domain name registration or name resolution. The investigator may also contact 

the web hosting provider. 

¶ {ǳǎǇŜƴŘƛƴƎ ŀ ŎƻƳǇǊƻƳƛǎŜŘ ŘƻƳŀƛƴ ǿƻǳƭŘ ƘŀǊƳ ǘƘŜ ŘƻƳŀƛƴΩǎ ƭŜƎƛǘƛƳŀǘŜ ǊŜƎƛǎǘǊŀƴǘ ōȅ ōǊƛƴƎƛƴƎ 

Řƻǿƴ ǘƘŜ ƭŜƎƛǘƛƳŀǘŜ ǎƛǘŜΩǎ ǿŜō ǎƛǘŜ ŀƴŘ ŜƳŀƛƭΦ Investigators will contact the hosting provider to 

have the malicious content removed. 

Note that parties that discover phishing pages will do their best to blocklist URLs that identify malicious 

content to avoid further victimization, whereas they may block maliciously registered domain names 

(and thus all hostnames and URLs created using this name) to contain the pervasive malicious activity. 

Visit the Cybercrime Information Center for details regarding our methodology for determining 

maliciously registered domain names. 

When we studied where phishers registered domains purposely for phishing, we saw some meaningful 

differences in percentages from where phishing domains were reported. 

https://cybercrimeinfocenter.org/terminology/#maliciousdomain
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Together, .COM and .NET represent half of the 

domain name space overall. We determined that 

40% of reported phishing domains in .COM and 

.NET were purposely (maliciously) registered for 

phishing. The remaining 60% were likely victims of 

some form of compromise by phishers. 

New gTLDs continued to present attractive 

registration opportunities for phishers. We 

determined that 34% of all the maliciously 

registered phishing domains were in new gTLDs. 

This is more than four ǘƛƳŜǎ ǘƘŜ ǎŜƎƳŜƴǘΩǎ ƳŀǊƪŜǘ 

share and is consistent with our 2021 and 2022 

study findings. 

While the new gTLD program was intended to 

increase consumer choice, it also expanded the registration field for phishers. As competition among 

TLDs increased, some registry operators have sought to compete by offering low pricesτsometimes as 

cheap as US$0.99, and sometimes even free. These cheap registrations have consistently attracted 

phishers, who wish to operate below fraud-detection thresholds or spend as little of their own money as 

possible. Registry operators and registrars who have competed on price have sometimes operated less-

than-effective anti-abuse programs, as those programs cost money and effort.  

New gTLDs continue to have the highest percentage of maliciously registered phishing domains. 

 

 

 

Our data show that phishers tend to exploit new gTLDs for intense periods, and then move on to other 

gTLDs. For example, one or more phishers appear to have concentrated their attention on the .SHOP 

TLD in summer 2021, perhaps until the reputation of the TLD faltered and became an impediment to 

launching an effective attack. They or other phishers then concentrated on another TLD, .LIVE in 

summer 2022, and exploited it in a similar manner. 

88% of all 

phishing 

domains in new 

gTLDs are 

maliciously 

registered 

 

https://newgtlds.icann.org/en/applicants/global-support/faqs/faqs-en
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hǳǊ Řŀǘŀ ŀƭǎƻ ǎƘƻǿ ǘƘŀǘ ǇƘƛǎƘŜǊǎ ŘƻƴΩǘ ŀǇǇŜŀǊ ǘƻ ǊŜƭȅ Ŝƴǘirely on a single TLD for phishing campaigns. 

For example, in summer 2021, criminals maliciously registered domain names in both .SHOP and .WORK 

using registrars DNSPod and NameSilo. Phishing registrations in .WORK dropped to previously low 

numbers in the fall, but we observed lingering effects in .SHOP for months thereafter. We observed a 

similar behavior In the fall 2022, when criminals exploited .LIVE using the registrar Sav.com, with a sharp 

decline to previous phishing numbers in early 2023. 

Peaks in number of maliciously  registered phishing 
domains vary over time for different TLDs  

 

The five ccTLDs operated by Freenom (.CF, .GA, .GQ, .ML, and .TK) accounted for 45% of all the 

malicious phishing domain registrations in the ccTLDs. The .CN ccTLD accounted for 23% and the .US 

ccTLD accounted for another 10% of malicious ccTLD phishing domain registrations.  

ccTLDs operated by parties other than Freenom and .CN experienced little phishing generally, and 

relatively few malicious domain registrations particularly, than the gTLDs. We see few or no 

maliciously registered domains in ccTLDs that restrict registrations, such as .HU, .NZ, and .FI, where a 

connection to the country, a proof of identity, or evidence of incorporation are required, or .LK, where 

the acceptable use policy (AUPύ ƛƴŎƭǳŘŜǎ ŀ άƭƻŎƪ ŀƴŘ ǎǳǎǇŜƴŘέ ƛŦ ŘƻƳŀƛƴǎ ŀǊŜ ǊŜǇƻǊǘŜŘ ŦƻǊ ǎǳǎǇƛŎƛƻǳǎ 

activity. These ccTLDs make a strong case for validating domain registrants in the interest of public 

safety.  

Lƴ ŎƻƴǘǊŀǎǘΣ ǘƘŜ Φ¦{ ŎŎ¢[5 Ƙŀǎ ŀ άƴŜȄǳǎέ ǊŜǉǳƛǊŜƳŜƴǘ ǘƘŀǘ ǘƘŜƻǊŜǘƛŎŀƭƭȅ ƭƛƳƛǘǎ ǊŜƎƛǎǘǊŀǘƛƻƴǎ ǘƻ ǇŀǊǘƛŜǎ 

with a national connection, but .US had very high numbers of phishing domains. This indicates a possible 

problem with the administration or application of the nexus requirements. For more about the .US 

ccTLD, please see Ranking of TLDs by Scoring Metrics on page 19. 

Ranking of TLDs by Phishing Domains Reported 
Our 2023 study data showed that criminals took advantage of much of the global name space, 

registering domains primarily in the top-level domains that offered open registrations. Phishers also 

compromised domain registration accounts of unwitting registrants or broke into the hosting services of 

https://www.domain.hu/domain-registration-policy/#drp1
https://www.ntchosting.com/domains/co-nz/
https://www.hostaan.fi/en/fi-domain-requirements/
https://www.domains.lk/index.php/policies-conditions/domain-registration-policy
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web accounts. Some TLDsΩ registrar services, for reasons of pricing, operating practices, or business 

processes, appear to be more attractive to phishers than others. 

For the 2023 study period, while the number of domains in .COM remained approximately the same 

from our 2022 study, the number of domains reported for phishing increased by over 55,000.  

2023 
Rank 

TLD 
Registry 
Operator 

2023  
Domains 

in TLD 

Phishing 
Domains  

Reported Ƹ 

1 com Verisign 159,531,443 333,158 

2 cn CNNIC 7,363,700 117,785 

3 ml Freenom 1,630,164 76,715 

4 top Jiangsu Bangning 1,945,721 53,286 

5 tk Freenom 4,729,434 41,798 

 

 

Comparing our 2023 findings to prior studies, we found that: 

¶ .COM continued to have the most unique domain names used for phishing τ though that is to 

ōŜ ŜȄǇŜŎǘŜŘ ŘǳŜ ǘƻ Φ/haΩǎ ƎǊŜŀǘ ǎƛȊŜ ŀƴŘ ǳōƛǉǳƛǘȅΦ 

¶ .CN, the ccTLD of China, had the second largest number of domains used for phishing. Curiously, 

the number of domains in .CN decreased by over 1.6 million from our 2022 study, but the 

number of phishing domains reported increased by 14,000. The 2023 and 2022 study numbers 

are dramatically higher than the 16,000 phishing domains reported in 2021. 

3-year comparison of TLDs with most phishing domains reported 

2021 study

1. COM

2. TK

3. XYZ

4. ML

5. GA

2022 study

1. COM

2. CN

3. SHOP

4. XYZ

5. TK

2023 study

1. COM

2. CN

3. ML

4. TOP

5. TK
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¶ .TOP appeared in the top 10 most phished TLDs in 2021 with 15,000 domains reported for 

phishingΣ ōǳǘ ŘǊƻǇǇŜŘ ŦǊƻƳ ǘƘŜ ǊŀƴƪƛƴƎ ƛƴ нлннΦ Lƴ нлноΣ Φ¢htΩǎ ǊŜǇƻǊǘŜŘ ǇƘƛǎƘƛƴƎ ŘƻƳŀƛƴǎ 

increased 353% over the 2021 figure.  

¶ CǊŜŜƴƻƳΩǎ five ccTLDs also appeared in the top 20 in our 2021 and 2022 studies. We examine 

Freenom and its commercialized ccTLDs in detail in the section entitled, Nothing is Free: The 

Collapse of Freenom on page 21. 

Ranking of TLDs by Scoring Metrics 
The more phishing domains in a name space or portfolio controlled by one company, the greater the 

opportunity (and need) for that company to take effective anti-abuse measures τ including measures 

to find and suspend malicious phishing registrations early. Scoring metrics allow for comparisons 

between TLDs of different sizes.  

We use scoring metrics to compare whether a TLD has a higher or lower incidence of phishing relative to 

others. Scoring metrics allow for comparisons between TLDs of different sizes; for example, the metric 

άtƘƛǎƘƛƴƎ 5ƻƳŀƛƴǎ ǇŜǊ млΣлллέ shows whether a TLD has a higher or lower incidence of phishing relative 

to others. Refer to the Cybercrime Information Center terminology page which describes how we 

calculate the phishing domain score. 

The following table shows the TLDs with the highest yearly phishing 

domain scores. While .COM is always the highest ranked by phishing 

domains, these TLDs have yearly phishing scores 20-30 times that of 

.COM. 

 

 

 

 

 

 

 

 

High yearly phishing domain scores are problematic for TLDs. A person is more likely to encounter a 

dangerous domain when they click on a hyperlink in an email message or visit a web site address that 

contains a domain name registered in a TLD with a high yearly phishing score. When faced with a high 

likelihood of exposing a user to a maliciously registered phishing domain, risk-averse organizations are 

likely to blocklist entire TLDs. 

The following table shows the gTLDs that had the greatest prevalence of malicious registrations and had 

more than 10,000 phishing domains over the year. The domains reported for phishing in these TLDs are 

highly likely to have been registered by criminals for phishing; few were compromised (hacked) 

domains. 

Rank TLD 
Registry 
Operator 

Domains 
in TLD 

Phishing 
Domains 

Yearly 
Phishing 
Domain 
Score Ƹ 

1 rest Punto 2012 39,700 2,940 740.6 

2 live Identity Digital 649,941 39,714 611.0 

3 support Binky Moon 32,705 1,603 490.1 

4 ml Freenom 1,630,164 76,715 470.6 

5 cyou Shortdot SA 314,942 13,356 424.1 

Some TLDs have phishing 

domain scores 20-30 times 

that of .COM 

https://www.cybercrimeinfocenter.org/terminology/#phishingscore
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gTLD 
Phishing 

Domains 

Malicious Phishing 

Domain Registrations  

% Malicious ly 

Registered Ƹ 

cyou 13,356 13,010 97% 

top 53,286 51,459 97% 

live 39,714 36,938 93% 

shop 22,151 20,211 91% 

info  36,346 32,249 89% 

online 20,476 16,682 82% 

xyz 29,946 24,240 81% 

The following table shows the ccTLDs that had the greatest prevalence of malicious registrations and 

had more than 5,000 phishing domains over the year: 

ccTLD 
Phishing 

Domains 

Malicious Phishing 

Domain Registrations  

% Malicious ly 

Registered Ƹ 

pw 7,533 5,759 76% 

us 29,761 20,312 68% 

ml 76,715 51,545 67% 

ru 12,271 7,559 62% 

Phishing activity in the #2 ranked .US ccTLD is notable.  .US is the ccTLD of the United States and had a 

very large number of its domains used for phishing -- almost 30,000 domains, more than 20,000 of 

which were registered maliciously by phishers. The National Telecommunications and Information 

Administration (NTIA) of the U.S. Department of Commerce administers the contract for .US. The NTIA 

recently published a proposal that would allow the TLD operator to redact registrant data from WHOIS, 

ƳŀƪƛƴƎ ƛǘ ƳƻǊŜ ŘƛŦŦƛŎǳƭǘ ǘƻ ƛŘŜƴǘƛŦȅ ǇƘƛǎƘŜǊǎ ŀƴŘ ǾŜǊƛŦȅ ǊŜƎƛǎǘǊŀƴǘǎΩ ƛŘŜƴǘƛǘƛŜǎ ŀƴŘ ƴŜȄǳǎ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎΦ  

Ironically, at least 109 of the .US domains in our data were used to attack the United States 

government, specifically the United States Postal Service and its customers. Significant numbers of .US 

ŘƻƳŀƛƴǎ ǿŜǊŜ ŀƭǎƻ ǊŜƎƛǎǘŜǊŜŘ ǘƻ ŀǘǘŀŎƪ ǎƻƳŜ ƻŦ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎΩ Ƴƻst prominent companies, including 

Bank of America, Apple, Microsoft, Meta, Amazon, AT&T, Citi, Comcast, and Target. .US domains were 

also used to attack foreign government operations: six .US domains were used to attack Australian 

government services, six ŀǘǘŀŎƪŜŘ DǊŜŀǘΩǎ .ǊƛǘŀƛƴΩǎ wƻȅŀƭ aŀƛƭΣ ƻƴŜ ŀǘǘŀŎƪŜŘ /ŀƴŀŘŀ tƻǎǘΣ ŀƴŘ ƻƴŜ 

attacked the Denmark Tax Authority. 

https://www.federalregister.gov/documents/2023/05/01/2023-09180/introduction-of-accountable-measures-regarding-access-to-personal-information-of-us-registrants


 

Phishing Landscape 2023  August 2023 

21 

Nothing is Free: The Collapse of Freenom 
For many years, phishers obtained hundreds of thousands of free domain names at a set of five 

commercialized ccTLDs. This long-standing concentration of abuse suddenly closed in early 2023, 

creating a dip in global phishing numbers. 

The ccTLDs τ .TK, .ML, .GA, .CF, and .GQ τ were operated by a 

Dutch company called Freenom, which negotiated contracts with 

ǘƘŜ ŎƻǳƴǘǊƛŜǎΩ ƎƻǾŜǊƴƳŜƴǘǎ. CǊŜŜƴƻƳΩǎ ōǳǎƛƴŜǎs model was to 

give away the domain names for free, but to monetize the traffic 

to the expired domains by placing advertising on them. The free 

domains attracted phishers, and Freenom was criticized for not 

doing enough to prevent repeat use of its service by criminals. 

Phishers used Freenom to register enormous numbers of 

ŘƻƳŀƛƴǎΦ .ȅ нлмоΣ ŀōƻǳǘ ну҈ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƳŀƭƛŎƛƻǳǎ ŘƻƳŀƛƴ 

registrations were made in the Freenom registries. The abuse stayed persistently high over the years. 

In our 2022 report, we found that more than 223,000 Freenom domains were used for phishing, 

accounting for 14% of all phishing domains reported in all TLDs. CǊŜŜƴƻƳΩǎ ŦƛǾŜ ¢[5ǎ ǿŜǊŜ ŀƭƭ ǊŀƴƪŜŘ ƛƴ 

the top seven TLDs with the most phishing sites, along with .COM and .XYZ. The Freenom TLDs 

accounted for 45% of all the malicious phishing registrations in ccTLDs. 

But in January 2023, Freenom stopped offering domains names. The number of Freenom domains used 

for phishing quickly plummeted: 

 

CǊŜŜƴƻƳΩǎ ŎƭƻǎǳǊŜ was evidently prompted by two developments: 

¶ Freenom was taken to court in Amsterdam by one of its investors, which asked the court for an 

ƛƴǾŜǎǘƛƎŀǘƛƻƴ ƻŦ CǊŜŜƴƻƳΩǎ ŎƻǊǇƻǊŀǘŜ ŎƻƴŘǳŎǘΦ The court made a decision in October 2022 and 

published it in late December 2022. The court found that Freenom had repeatedly violated 

 

Freenom, a perennial 

hotspot of phishing, was 

shut down in early 2023, 

collapsed by the weight of 

cybercriminal activity 

https://uitspraken.rechtspraak.nl/#!/details?id=ECLI:NL:GHAMS:2022:3229
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various reporting rules and obligations and the court appointed a supervisory director to the 

ŎƻƳǇŀƴȅΩǎ ōƻŀǊŘΦ ¢ƘŜ Ŧǳƭƭ ƛƴǾŜǎǘƛƎŀǘƛƻƴ ƛǎ ŀǇǇŀǊŜƴǘƭȅ ǳƴŘŜǊǿŀȅ ŀǎ ƻŦ ǘƘƛǎ ǿǊƛǘƛƴƎΦ 

¶ In late 2022, Freenom was sued by Meta, the parent company of Facebook, Instagram, and 

WhatsApp. Meta alleged cybersquatting, trademark infringementΣ ŀƴŘ Ǿƛƻƭŀǘƛƻƴǎ ƻŦ /ŀƭƛŦƻǊƴƛŀΩǎ 

anti-phishing law, and its claims involved millions of dollars in potential damages. As of this 

writing, the case is ongoing. 

 

In June 2023, security journalist Brian Krebs cited LƴǘŜǊƛǎƭŜΩǎ Phishing Landscape studies and data from 

the Cybercrime Information Center to report that phishing using Freenom domains had dried to a 

trickle, evidently as phishers used up whatever remaining domain inventories they had.  

On June 7, 2023 the Gabonese Republic took back management of .GA άŘǳŜ to the failure of the company 

CǊŜŜƴƻƳΧ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ LƴǘŜǊƴŜǘ ŎƻƳƳǳƴƛǘȅ ǿƛǘƘ ŀ ǎŀǘƛǎŦŀŎǘƻǊȅ ǎŜǊǾƛŎŜΦέ The announcement noted that 

Ƴƛƭƭƛƻƴǎ ƻŦ ΦD! ŘƻƳŀƛƴǎ ǿƻǳƭŘ ōŜ ŘŜƭŜǘŜŘ ōŜŎŀǳǎŜ CǊŜŜƴƻƳ άƘŀǎ ƴƻǘ ǇǊƻǾƛŘŜŘ ǘƘŜ Řŀǘŀ ǘƘŀǘ ŎƻƴŎŜǊƴ 

ǘƘŜƳΦέ 

On July 17, 2023 FreeƴƻƳΩǎ ŎƻƴǘǊŀŎǘ ǿƛǘƘ aŀƭƛΩǎ ƎƻǾŜǊƴƳŜƴǘ expired, and the government took back 

control of its .ML ccTLD. 

CǊŜŜƴƻƳΩǎ free fall is a setback for phishers, but based on our multi-year data phishing is too lucrative to 

imagine that the setback is more than temporary. While it is possible that phishing attacks may decline 

in the near future, we believe that it is more likely that phishers will replace Freenom domain 

registrations, and the attack numbers return to their previous levels. 

 

https://krebsonsecurity.com/wp-content/uploads/2023/03/Freenom-First-Amended-Complaint-3March2023.pdf
https://krebsonsecurity.com/2023/05/phishing-domains-tanked-after-meta-sued-freenom/
https://krebsonsecurity.com/2023/05/phishing-domains-tanked-after-meta-sued-freenom/





































