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Execaitive Summary

Malwaret malicious code that can infeand
compromise any device connected to a . . J
network, includingcomputers, smartphones, C 7\ y I y O 7\ I f‘ f‘ Z ¢
GayYl NI K2 YaSdinduBti$&altan®d & = RAANMXzZLIOAZ2ZY X |
systemst s arapidlygrowing security threat.
Malwarecan interfere with the operation of

FYR fAYO0 KI ¢
computer systems and networks; delete,

suppress, or block access to data; and otherwise Y l gf I N5 7\ y u2 l
re-direct computing resources from legitimate Jf 20| f Lidap t A

to criminal purposes.

4|

Sometypes of malware create criminal hosting
infrastructuresd & 6 2 G tfiaddardibe Gsed to
perpetratespam or phishing campaigns, or to
disrupt services or merchant activities through
denialof-service attacksCriminals use a wide
variety of endpoint malware that serve different
purposeseg.g.,information stealing malware
such as banking trojans for iality theft or
financial fraud, or backdoor trojans for remote : = ' "peg+'Cry '
control execution or administratior "TL'FJ D 1)
particularly viciousype of malware AETREE Y
oransomware i3 an effectiveagentof digital
extortion.

Malware has become an organized criminal
businessLike legitimate businessemalware
also depends on the services of the global
Internet. The purpose of this report is to
guantify how malware perpetratorgselnternet
resourcedor nefarious purposes

For this study w capturednearly 5 million
malware eportsfrom four widely respected
threat intelligence sources: Malware Patrol,
MalwareURLSpamhaus, and URLhaus.
Analyzinghesereportsyieldedimportant
insights intowhat malware was most prevalent,
where malware was served from or distributed,
and whd resources criminals used to pursue their attacks.
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PrincipalFindings

Malware reports growing

299Kk reports in April 2021
800k reports in March 2022

Asla-Pacific networks host
most IoT malware

China, India, and Australia host 81%
of malware that targeted IoT devices

e Malware attackers use fewer domains
3.28.222.31 but to great effect

p.57.13.221/apk

82.127.177.14:447: -
0, 0,
.5.27.244:37761/1 65% use |IP addresses ,35% use domains

North America Nexus

8 of top 10 gTLD registrars of malware domains
are headquartered in North America
USbased networks host most Endpoint Malware

Attackers target portals, file sharing and
storage services, and code repositories

To distribute source code, attack code,
and supplementary files

Cooperative efforts can mitigate malware

Service providers, law enforcement, and governments
must work together to mitigate malware threats
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Future Opportunities
Mitigating malwarerequirescooperation andletermined efforts byall parties that comprise the
naming, addressing, and hostiegosystenexploited bycyberattackers

9 Hosting or cloud servigaroviders are in the best position to scan their IP address delegations
for malware and to remove malware if detected or reported by investigators.

1 Registrars and registries are positioned to identify and suspend domains reported for serving
malware.

1 Hosthg services, cloud services, registrars, and registries should have terms of service that allow
them to suspend domains for malicious and illegal acteityshould make concerted efforts to
enforce them.

1 Legislation or regulation may be necessary toafiely mitigate malware threats.

Global Cooperation
Registry
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Introduction
Malwaret a Y I f A OA 2 dzd is deBn@dibytheNIS Total malware
Organization for Economic Cooperation and MNTEST
5S@St 2LIYSy i ermifor & piecebBsgitvhte
inserted into an information system to cause harm to
that system or other systems, or to subvert them for
dza S 2GKSNJ GKFy GKFG AyaS
Malware can manipulate data; interfere with the
operation of computer sysims and networks; delete,
suppress, or block access to data; andlirect
computing resources from legitimate to criminal
purposes.

326.04 m
470.01 m
597.49 m
719.15m
856.62 m
1001.52 m
1139.24 m
1312.64 m
1344.98 m

182.90 m

The independent research institute AEST GmbH
registes new malware and potentially unwanted
applications dailyfFigurel illustrates thesteady
increase in total malware since 2013.

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
Last update: April 12, 2022 Copyright ® AV-TEST GmbH, www.av-test.org

" : , : Figurel Total Mal Since 20X3(S : ATEST.
The objective of this study and resulting report is to 'gurel Total Malware Since 20k3(Source org)

guantify how malwardives off the land; the Internet
and associated sewasc to exploitor victimizeindividuals,organizationsand state agencies of all

types.

To assemble a deep and reliable set of data, we capturecanatyzechearly 5 milliormalwarereports
during al2-month study periodApril 2021 to March 2022)om four widely used and respected threat
intelligencesources Malware PatrolMalwareURLSpamhaus, and URdus(seeAppendixC¢ Data

Sources and MethodologyWe removed duplicategrom this set of malware reportgreating 2,493,014
recordsof distinct malware eventshese records enabled tsdeterminewhat malware was most
prevalent, where ralware was served from or distributed, and what resources criminals used to pursue
their attacks.

There are hundreds of different types of malwaseme of which are polymorphic, evolving in response

to countermeasures or to accommodate new criminal intens. In conducting our research, we

noticed significant differences between malware attacks on ‘a¢ended devices (such as computers

FYR Y20AfS LK2ySaov FyR YIftglrNB FadlFrola 2y LyaGSNysS
thermostats, sensors, weabtes, and embedded technologies). Useil 1 SYRSR RS@GAOS 064aSyR
malware is commonly used for financial fraud or theft; loT device malware is commonly used for denial
of-service attacks or to create criminal infrastructutest 6 2 )y istddéd each separately.
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The Malware Landscape

Malware has diverse purposes. Several formidable types of malware are distributed to create criminal
hosting infrastructures such as botndktat can be used to perpetrate spam or phishing campaigns, or
to disrupt servwtes or merchant activities through denizfl-service attacks. Other types of malware

target personal, financial, or other sensitive information.

Malware is being fueled by several factors:

1 The technical sophistication and efficacy of malware have beerowing substantially over
recent years. Many malware variants exploit multiple vulnerabilities and bring powerful tools to
leverage each compromise to extend reach beyond the initial exploit. The SolarA&livdis
Kaseydincidents are examples of how this pivoting reaches well beyond initial intrusions.

1 Malware has been openly commercialized by legitimate businesses, and the use of malware by
YIEGA2y adGriSaz a SHARSYOSR RdzNA yhantoS@ang, i a LINS O
has fundamentally changed the threat landscége.

1 Malware actors have exploited the same higgrformance technologye(g.,cloud computing)
GKFG asSNBSa 3Ift20ltf SYyadSNILINARaSa FyR KIF @S S@Sy |
commercializig malware and ransomware attacks.
Ransomwares a particularly vicious form of extortion malware, and it is growing rapidly: a 2022
Ransomwar@hreat ReportR2 Odzy Sy a GKI G aGKS F@SNIF3IS NIryazy RS
LfGd2Qa ! yA llasnyear air@ogosl 406 dol$g. Zindillion, while the average payment rose 78%
G2 bPpnmInmndé

Financial losses, business disruption, and harm to life and limb have turned ransomware into a priority

global public concerbA ComplyAdvantage State of Financi@in@ Report indicates thatybercrime

hasovertaken fraud as the top predicate offense of concdom corporate compliance teanfdn

addition to the indirect costs of business and service disruption, ransomware inflicts a substantial direct
financial cosin the form of ransom payments. In a recent survey,'th@{ ® ¢ NS a dzNE 5SLJ NI Y
Financial Crimes Enforcement Network identfie’7 unigueBitcoinwallet addresses used for

ransomware payment¥ Those walletsentBitcoinvalued at $5.2 billion to kawn criminalentities.

These financial rewards accrue to sta@ported or-sanctioned criminal enterprises as well as to

ordinary criminals, which makes malware both a-emforcement and a geopolitical isstfeThe

government of North Korea, for example, engages in overtly criminal activity ranging from bank heists to
the deployment of ransomware and the theft of cryptocurrency from online exchanges. In 2019, a
United Nations panel of experts on sanctions agaiNwrth Korea issued a report estimating that the
country had raised two billion dollars through cybercritA&he nexus of state involvement and criminal
enterprise is a grave concern. The Director of the U.S. Federal Bureau of Investigatistopher A.

Wray, told The Wall Street Journal in an interview publistredune 4, 2021hat the ransomware

threat was comparable to the challenge of global terrorism in the days after theeS8dqmr11, 2001

World Trade Centeattack!?

With the stakes this high, understandingand reliably measuring the malware landscape is among
the highest priorities for members dfie cybersecurity community.
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The Malware Study

2,493,017

Malware records studied
Unique domain names

110,833

Top-level domains hosting

505
malware

Registrars of malware

1,199 domains

Internet Addresses (IPv4)
hosting malware

ASNSs hosting malware
Malware Trends

Malware reporting generally increased during our study period. Malware reports growing
We begarwith over 5 millionmalwarereports collected from four _._,lﬁ 299k reports in April 2021

. . L . . A 800K reports in March 2022
threat intelligence feedsdowever, we found significant glicationof |

reports within and between feed&emoving duplicationsshoweda decrease in lomalware reports
over the 12month period, but an increase in Endpoint malwagportsduring the same period.

582,475

7,871

N P P P A

We continue to observe that malware reporting hasdiscernable peaks by day of we&kis is
distinctly different from phishing, where historically activity is highest in the Monday to Wednesday
period, when many potential victims return to work and check their emails.

Domain Names and Malware
Domain names are essential resources for spam and phishing attacks; the data we collected reveal that
they are less commonly used for serving malware or for mahdesteibution.
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Of the 2,493017 malware records that
we examined for this study, 1,611,028
(65%) werdPaddressbased,and

Malware attackers

881989(35%) were domaibased. use few domains

110835unique domain names were but to great effect

reported for serving up malwaravhich s e
means thatindividualdomain names : 2
were used for multiple malware attacks = R R e

This malware studyherefore focused less
on domain name registries and registrars
than our annual phishinandscape
study.'4

Hosting Resources and Malware

Most malware reports that we collected contain Internet Protocol v4 (IPv4) addrastH’Ls rather
than domain namesNo IPv6 addresses apped in the malware reportd/Ve concentrate on Hosting
Networks or Autonomous Systems 68 this study; we identify thaosting services or cloud services
that criminals misusé serve or distribute malware bfutonomous System Number (ASK).

We extractedthe IP addresses of hostirmifesfrom addressbasedURLs that were reported faening
or distributing malwareandused DNS name resolution fiod the IP addresses of domain names
extracted fromnamebasedURLsWe then associated the IP addses with the Autonomous System
that advertised then and filtered the resulting data set so that we coiddntify the ASNs with the
highest occurrences of IPv4 addresses reported for seraadgare.
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Classification of Malware

For our malware studies,anvset out to identify and measure the resources that attackers use to
distribute or serve malware. To meaningfully measure hundreds of different types of malware, we
adapted a malware taxonomy based on a classification system proposed by the Computengintiv
Research Organization. Our taxonomy attempts to align cyberthreats generally to cybercrimes in the
/ 2dzy OAf 2F 9dz2NRLISQa /2y @
FAMILY Cybercrimé® 17 In AppendixA g
— Classifying Malwarenve describe this
SUB-FAMILY taxonomy in detail.

- — loT Malware

ORDER In our taxonomy, we identify two
~ malware sukfamilies based on the kinds
Cybercrime .
of devices that a malware target®T
lllegal A , D .
__ Malware targets Internet of Thind&T)
Misuse, Malware . .

devices (such as surveillance @aas,
sensors, or embedded technologies).
Endpoint Malware targetaserattended

_ devices (such as computers or mobile

phones)

CLASS

Two of our threat intelligence feeds identify malware URLSs, IP addresses, or domain banaesnot
identify malware by name and do not provide the metaditat we requireto assignmalwareto a
Malware Sulfamily.

We further attempted to apply our classification to reports that did not provide metadata by submitting
URLSs to one or more tfiree malware analysis servicédirus Total®, Hybrid Analysi, and
ANY.RUN° Where availal#, weaugmented our metadata with information from these reports.

Sometimes the malware reports from our threat intelligence feeds lack the informatiogssary to
classify the malware deTMalware or EndpointMalware. For thisstudy, we have been careful to assign
a malware report to a subamily only when supported by the available information (metadata)
unambiguously.

Where insufficient information existito determine if a reportvasloTMalware or EndpointMalware

we consideedthat report to beUncategorizedUncategorized malware are important in understanding
overall malware activity. Wincludeall malware reports; 0T, Endpoint, and Uncategorizedh the
guarterly malware activity reporting at the Cybercrime Informatiomi€e

We excluded the remainingncategorizednalware reports from this study, so the tables, chaatsd
analyses in this study focus on the 10T and Endpoinfaurdiies %

Distribution of Malware by Stlamily
In Appendix B; Key Statisticswe provide a total count of malware for each Key Statistic and counts for
entries that we assigned to the Endpoint Malware or loT Malvsaitefamilies.
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For the study period, we classified a supermajority (75%) of the 1.75 million malware reperts we
could identify the sudamily as malware targangloT devices. We classified the remaining and still

significantly large set of reportss malware that targeted Endpoint Devices.

loT Malware

is the most
frequently
reported
malware

loT Malware
75%

Endpoint
Malware
25%

The high numbers of malware that target 0T devices compared to those that targeatiseded

609YRLRAYGUOL RSOAOSaA

ddza3asSada

LX I dzZaAo0tS | yagSNY

have other belvior patterns such as holidays or catastrophic events that phishers would exploit

through forms of social engineering.

Our analyses of these sdiamiliesfollow.
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loT Malware
Internet of ThinggloT) Malware accounted for 3% of the2,493,017

. e ) f = Asia-Pacific networks
malwarerecords AppendixA ¢ Classifying Malwardescribes how we gne====1 host most loT malware

produced malware records suitable for analysis for this study. = o Clthen, 1Tl 2 i 2

host 81% of loT malware

loT Malware targets devicesrouters, sensors, DVR or IP cameras,

wearables, and embedded technologies. These devices commonly asgerda Linux operating

system or derivative, but the manufacturers did not adequately sesyséem servicee(g., Telnet) or
device management acces8onnecting devices in these unsecured states to the Internet leaves them
vulnerable to unauthorized remote access and misuse.

Outdated software is a knoweontributor
to the persistent malware growtin some
casespoor patch management practices SUB-FAMILY MALWARE TYPE
are to blame. In other cases, the devices = _7 Bot
cannot bepatched,or software supply cass ORDER i
chain issueseave devices vulnerable to {

i Threat
decadesold exploits
i i Misuse, Malware
IoT malware is often mufstaged, where

the first stage ocompromiseattack gans -
administrative control over the device and

subsequent stages load denial of service

attacksor other malwareThe use of loT

devices in this manner, foivotinto target networks to plant other malware or establish an APT
presence, is an emerging ancbging problem.

FAMILY

Raw numbers of reported IoT Malwareveal the intended misuse affected devices. Large numbers

(often thousand¥of infected 0T devices are used to conduct volumetric denial of service attacks; in

such attacks, these devicessendt@ffi G + GF NBSGX AYyUiSYyRAy3 (2 20SNBK
or network and disrupits services. In some cases, the attackers may try to extort the target, but in

other cases, the attacks are acts of political or social protest, or a respongeetoaved wrong. Raw

numbers may also offer an insight into an increasingly worrisome business model: Malware as a Service,
offered in the public and dark web, creates opportunities for unsophisticated criminals to perpetrate

malware or ransomware attacks

Where in the world is 10T Malware Hosted?
We determined theop 10 countrieseported forserving or distributindoTmalware, by number of
malware records and by percent of the 1,279,007 records for which we could determine a country used
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Where in the world is

loT Malware hosted? “Gode.  Records Percent

CN 682,887 53%

IN 232,192 18%

AU 126,729 10%

AL 87,178 7%

uUs 17,006 1%

( VN 16,167 1%

DO 13,728 1%
‘ RU 13,597 1% ﬁ

BR 13,570 1%

vy 10,308 1%

ﬁ

Tablel shows where we identified hosting networteportedfor serving or distributing IoT malware, by
total loT malware records.

AT ENE A e |PV4# Egclljrt:gses Malw;zt??léggrds c
1 |Chinal69 Backbone 4837 59,099,904 497,402
2 |National Internet Backbone 9829 10,849,792 170,616
3 |CHINANETBACKBONE No.31 4134 113,161,984 118,364
4 | Chinal69 Guangdong province 17816 3,948,288 93,723
5 | Telekomi i Kosoves 8661 84,224 86,999
6 | China Unicom Guangzhou network 17622 1,371,648 60,806
7 |Hathway IP Over Cable Internet 17488 1,006,592 28,316
8 | China Unicom Shenzen network 17623 942,336 14,465
9 |VNPT-ASVN VNPT Corp 45899 19,409,408 13,665
10 [WIND Telecom S.A. 27887 63,744 13,634

Tablel Ranking of HostiniletworksServing IoT Malware, byotal loTMalware Records
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t NBOFtSyd abl YSRé L2¢ alf gl NB
To identify loT malware by name, we ugadsprovided by our feedd/Ne alsoexaminedURLs from
feeds that do not providéags, and observed common characteristios example tens of thousands of
URLSs contained the same scheme and file or resourcedogdifferingonly by host address and port
We submitted samples of these URLSs to the community malware analysis séviiassTotalHybrid
AnalysisandANY.RUNo confirm our suspicio that these could be classified by name

Using the results othiese malware checks,erassociatedl, 279,563 of the 10T malwareecordswith
Mozimalwareand 111,878 records with Mirai malware. We examine these loT Malware more carefully
in sections which followwWe did observeconflicting reporting across our source feeds while processing
IoT malware. In some cases, a URL was reported in one feed agddozi but in a second feed as
servingMirai.

Mozi Malware

Mozi is one of a family of malwargncluding Mirai, Gafgyt, and loT Reagéahat exploits Linuxbased

IoT devices such as DVR cameras and consumer grade rddoeidias been linked to DDoSaatks,

spam campaigns, and data exfiltration attadidezi malware uses a passwebdsed Telnet attack to

gain control over unpatched or weakbhassworded devices. Compromised loT devices use a distributed
hash table (DHT) to store contact information ot KSNJ Of ASy ia 2NJ aLISSNEE @
communication allows the botnet to operate without a central commamdi-control, and the DHT

traffic may appear typical for services like BitTorrent that employ DHT for distributed file or database
synchronization.

Of the 1,739 ASNs hosting Mozhe top 10 ASNs account fo89% of the reported addresses and the
top 30 ASNs account for&a
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