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Executive Summary 
Malware τ malicious code that can infect and 

compromise any device connected to a 

network, including computers, smartphones, 

άǎƳŀǊǘ ƘƻƳŜέ ŘŜǾƛŎŜǎΣ and industrial control 

systems τ is a rapidly growing security threat. 

Malware can interfere with the operation of 

computer systems and networks; delete, 

suppress, or block access to data; and otherwise 

re-direct computing resources from legitimate 

to criminal purposes. 

Some types of malware create criminal hosting 

infrastructures όάōƻǘƴŜǘǎέύ that can be used to 

perpetrate spam or phishing campaigns, or to 

disrupt services or merchant activities through 

denial-of-service attacks. Criminals use a wide 

variety of endpoint malware that serve different 

purposes, e.g., information stealing malware 

such as banking trojans for identity theft or 

financial fraud, or backdoor trojans for remote 

control execution or administration. A 

particularly vicious type of malware 

όάransomwareέύ is an effective agent of digital 

extortion.  

Malware has become an organized criminal 

business. Like legitimate businesses, malware 

also depends on the services of the global 

Internet. The purpose of this report is to 

quantify how malware perpetrators use Internet 

resources for nefarious purposes. 

For this study we captured nearly 5 million 

malware reports from four widely respected 

threat intelligence sources: Malware Patrol, 

MalwareURL, Spamhaus, and URLhaus. 

Analyzing these reports yielded important 

insights into what malware was most prevalent, 

where malware was served from or distributed, 

and what resources criminals used to pursue their attacks. 

CƛƴŀƴŎƛŀƭ ƭƻǎǎŜǎΣ ōǳǎƛƴŜǎǎ  

ŘƛǎǊǳǇǘƛƻƴΣ ŀƴŘ ƘŀǊƳ ǘƻ ƭƛŦŜ  

ŀƴŘ ƭƛƳō ƘŀǾŜ ǘǳǊƴŜŘ  

ƳŀƭǿŀǊŜ ƛƴǘƻ ŀ ǇǊƛƻǊƛǘȅ  

Ǝƭƻōŀƭ ǇǳōƭƛŎ ŎƻƴŎŜǊƴΦ 
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Malware reports growing

299k reports in April 2021

800k reports in March 2022

Asia-Pacific networks host 
most IoT malware

China, India, and Australia host 81%

of malware that targeted IoT devices

Malware attackers use fewer domains 
but to great effect

65%use IP addresses , 35%use domains

North America Nexus
8 of top 10 gTLD registrars of malware domains

are headquartered in North America

US-based networks host most Endpoint Malware

Attackers target portals, file sharing and 
storage services, and code repositories

To distribute source code, attack code, 
and supplementary files 

Cooperative efforts can mitigate malware
Service providers, law enforcement, and governments 

must work together to mitigate malware threats

Principal Findings 
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Future Opportunities 
Mitigating malware requires cooperation and determined efforts by all parties that comprise the 

naming, addressing, and hosting ecosystem exploited by cyberattackers: 

¶ Hosting or cloud service providers are in the best position to scan their IP address delegations 

for malware and to remove malware if detected or reported by investigators. 

¶ Registrars and registries are positioned to identify and suspend domains reported for serving 

malware. 

¶ Hosting services, cloud services, registrars, and registries should have terms of service that allow 

them to suspend domains for malicious and illegal activity and should make concerted efforts to 

enforce them. 

¶ Legislation or regulation may be necessary to effectively mitigate malware threats. 
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Introduction 
Malware τ άƳŀƭƛŎƛƻǳǎ ǎƻŦǘǿŀǊŜέ τ is defined by the 

Organization for Economic Cooperation and 

5ŜǾŜƭƻǇƳŜƴǘ ŀǎ άŀ ƎŜƴŜǊŀƭ ǘerm for a piece of software 

inserted into an information system to cause harm to 

that system or other systems, or to subvert them for 

ǳǎŜ ƻǘƘŜǊ ǘƘŀƴ ǘƘŀǘ ƛƴǘŜƴŘŜŘ ōȅ ǘƘŜƛǊ ƻǿƴŜǊǎέΦ  

Malware can manipulate data; interfere with the 

operation of computer systems and networks; delete, 

suppress, or block access to data; and re-direct 

computing resources from legitimate to criminal 

purposes.  

The independent research institute AV-TEST GmbH 

registers new malware and potentially unwanted 

applications daily. Figure 1 illustrates the steady 

increase in total malware since 2013. 

The objective of this study and resulting report is to 

quantify how malware lives off the land ς the Internet 

and associated services ς to exploit or victimize individuals, organizations, and state agencies of all 

types. 

To assemble a deep and reliable set of data, we captured and analyzed nearly 5 million malware reports 

during a 12-month study period (April 2021 to March 2022) from four widely used and respected threat 

intelligence sources: Malware Patrol, MalwareURL, Spamhaus, and URLhaus (see Appendix C ς Data 

Sources and Methodology). We removed duplicates from this set of malware reports, creating 2,493,014 

records of distinct malware events. These records enabled us to determine what malware was most 

prevalent, where malware was served from or distributed, and what resources criminals used to pursue 

their attacks. 

There are hundreds of different types of malware, some of which are polymorphic, evolving in response 

to countermeasures or to accommodate new criminal intentions. In conducting our research, we 

noticed significant differences between malware attacks on user-attended devices (such as computers 

ŀƴŘ ƳƻōƛƭŜ ǇƘƻƴŜǎύ ŀƴŘ ƳŀƭǿŀǊŜ ŀǘǘŀŎƪǎ ƻƴ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎ όLƻ¢ύ ŘŜǾƛŎŜǎ όǎǳŎƘ ŀǎ άǎƳŀǊǘέ 

thermostats, sensors, wearables, and embedded technologies). User-ŀǘǘŜƴŘŜŘ ŘŜǾƛŎŜ όάŜƴŘǇƻƛƴǘέύ 

malware is commonly used for financial fraud or theft; IoT device malware is commonly used for denial-

of-service attacks or to create criminal infrastructures όάōƻǘƴŜǘǎέ 1). We studied each separately. 

Figure 1 Total Malware Since 2013 ς (Source: AV-TEST.org) 
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The Malware Landscape 
Malware has diverse purposes. Several formidable types of malware are distributed to create criminal 

hosting infrastructures such as botnets that can be used to perpetrate spam or phishing campaigns, or 

to disrupt services or merchant activities through denial-of-service attacks. Other types of malware 

target personal, financial, or other sensitive information.  

Malware is being fueled by several factors: 

¶ The technical sophistication and efficacy of malware have been improving substantially over 

recent years. Many malware variants exploit multiple vulnerabilities and bring powerful tools to 

leverage each compromise to extend reach beyond the initial exploit. The Solar Winds 
2 and 

Kaseya 3 incidents are examples of how this pivoting reaches well beyond initial intrusions. 

¶ Malware has been openly commercialized by legitimate businesses, and the use of malware by 

ƴŀǘƛƻƴ ǎǘŀǘŜǎΣ ŀǎ ŜǾƛŘŜƴŎŜŘ ŘǳǊƛƴƎ ŜǾŜƴǘǎ ǇǊŜŎŜŘƛƴƎ ŀƴŘ ŘǳǊƛƴƎ wǳǎǎƛŀΩǎ ƛƴŎǳǊǎƛƻn into Ukraine, 

has fundamentally changed the threat landscape.4, 5 

¶ Malware actors have exploited the same high-performance technology (e.g., cloud computing) 

ǘƘŀǘ ǎŜǊǾŜǎ Ǝƭƻōŀƭ ŜƴǘŜǊǇǊƛǎŜǎ ŀƴŘ ƘŀǾŜ ŜǾŜƴ ŀŘƻǇǘŜŘ ǘƘŜ άŀǎ ŀ ǎŜǊǾƛŎŜέ ƳƻŘŜƭ ŦƻǊ 

commercializing malware and ransomware attacks.6 

Ransomware is a particularly vicious form of extortion malware, and it is growing rapidly: a 2022 

Ransomware Threat Report 7 ŘƻŎǳƳŜƴǘǎ ǘƘŀǘ άǘƘŜ ŀǾŜǊŀƎŜ ǊŀƴǎƻƳ ŘŜƳŀƴŘ ƻƴ ŎŀǎŜǎ ǿƻǊƪŜŘ ōȅ tŀƭƻ 

!ƭǘƻΩǎ ¦ƴƛǘ пн Ŏƻƴǎǳƭǘŀƴǘǎ last year climbed 144% to $2.2 million, while the average payment rose 78% 

ǘƻ ϷрпмΣлмлΦέ 

Financial losses, business disruption, and harm to life and limb have turned ransomware into a priority 

global public concern.8 A ComplyAdvantage State of Financial Crime Report indicates that cybercrime 

has overtaken fraud as the top predicate offense of concern for corporate compliance teams.9 In 

addition to the indirect costs of business and service disruption, ransomware inflicts a substantial direct 

financial cost in the form of ransom payments. In a recent survey, the ¦Φ{Φ ¢ǊŜŀǎǳǊȅ 5ŜǇŀǊǘƳŜƴǘΩǎ 

Financial Crimes Enforcement Network identified 177 unique Bitcoin wallet addresses used for 

ransomware payments.10 Those wallets sent Bitcoin valued at $5.2 billion to known criminal entities.  

These financial rewards accrue to state-supported or -sanctioned criminal enterprises as well as to 

ordinary criminals, which makes malware both a law-enforcement and a geopolitical issue.11 The 

government of North Korea, for example, engages in overtly criminal activity ranging from bank heists to 

the deployment of ransomware and the theft of cryptocurrency from online exchanges. In 2019, a 

United Nations panel of experts on sanctions against North Korea issued a report estimating that the 

country had raised two billion dollars through cybercrime.12 The nexus of state involvement and criminal 

enterprise is a grave concern. The Director of the U.S. Federal Bureau of Investigation, Christopher A. 

Wray, told The Wall Street Journal in an interview published on June 4, 2021, that the ransomware 

threat was comparable to the challenge of global terrorism in the days after the September 11, 2001 

World Trade Center attack.13 

With the stakes this high, understanding τ and reliably measuring τ the malware landscape is among 

the highest priorities for members of the cybersecurity community. 
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The Malware Study 
 

  

Malware Trends 
Malware reporting generally increased during our study period.  

We began with over 5 million malware reports collected from four 

threat intelligence feeds. However, we found significant duplication of 

reports within and between feeds. Removing duplications showed a decrease in IoT malware reports 

over the 12-month period, but an increase in Endpoint malware reports during the same period.  

We continue to observe that malware reporting has no discernable peaks by day of week. This is 

distinctly different from phishing, where historically activity is highest in the Monday to Wednesday 

period, when many potential victims return to work and check their emails.  

Domain Names and Malware  
Domain names are essential resources for spam and phishing attacks; the data we collected reveal that 

they are less commonly used for serving malware or for malware distribution. 

2,493,017 Malware records studied

110,833 Unique domain names

505 Top-level domains hosting 
malware

1,199
Registrars of malware 

domains

582,475
Internet Addresses (IPv4) 

hosting malware

7,871 ASNs hosting malware
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Of the 2,493,017 malware records that 

we examined for this study, 1,611,028 

(65%) were IP address-based, and 

881,989 (35%) were domain-based. 

110,835 unique domain names were 

reported for serving up malware, which 

means that individual domain names 

were used for multiple malware attacks. 

This malware study therefore focused less 

on domain name registries and registrars 

than our annual phishing landscape 

study.14 

Hosting Resources and Malware 
Most malware reports that we collected contain Internet Protocol v4 (IPv4) addresses in URLs rather 

than domain names. No IPv6 addresses appeared in the malware reports. We concentrate on Hosting 

Networks or Autonomous Systems (ASs) in this study; we identify the hosting services or cloud services 

that criminals misuse to serve or distribute malware by Autonomous System Number (ASN).15 

We extracted the IP addresses of hosting sites from address-based URLs that were reported for serving 

or distributing malware and used DNS name resolution to find the IP addresses of domain names 

extracted from name-based URLs. We then associated the IP addresses with the Autonomous System 

that advertised them and filtered the resulting data set so that we could identify the ASNs with the 

highest occurrences of IPv4 addresses reported for serving malware.  
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Classification of Malware 
For our malware studies, we set out to identify and measure the resources that attackers use to 

distribute or serve malware. To meaningfully measure hundreds of different types of malware, we 

adapted a malware taxonomy based on a classification system proposed by the Computer Antivirus 

Research Organization. Our taxonomy attempts to align cyberthreats generally to cybercrimes in the 

/ƻǳƴŎƛƭ ƻŦ 9ǳǊƻǇŜΩǎ /ƻƴǾŜƴǘƛƻƴ ƻƴ 

Cybercrime.16, 17 In Appendix A ς 

Classifying Malware, we describe this 

taxonomy in detail.  

In our taxonomy, we identify two 

malware sub-families based on the kinds 

of devices that a malware targets. IoT 

Malware targets Internet of Things (IoT) 

devices (such as surveillance cameras, 

sensors, or embedded technologies). 

Endpoint Malware targets user-attended 

devices (such as computers or mobile 

phones). 

Two of our threat intelligence feeds identify malware URLs, IP addresses, or domain names, but do not 

identify malware by name and do not provide the metadata that we require to assign malware to a 

Malware Sub-family.  

We further attempted to apply our classification to reports that did not provide metadata by submitting 

URLs to one or more of three malware analysis services: Virus Total 18, Hybrid Analysis 19, and 

ANY.RUN. 20  Where available, we augmented our metadata with information from these reports.  

Sometimes the malware reports from our threat intelligence feeds lack the information necessary to 

classify the malware as IoT Malware or Endpoint Malware. For this study, we have been careful to assign 

a malware report to a sub-family only when supported by the available information (metadata) 

unambiguously.  

Where insufficient information existed to determine if a report was IoT Malware or Endpoint Malware 

we considered that report to be Uncategorized. Uncategorized malware are important in understanding 

overall malware activity. We include all malware reports ς IoT, Endpoint, and Uncategorized ς in the 

quarterly malware activity reporting at the Cybercrime Information Center. 

We excluded the remaining uncategorized malware reports from this study, so the tables, charts, and 

analyses in this study focus on the IoT and Endpoint sub-families. 21   

Distribution of Malware by Sub-Family   
In Appendix B ς Key Statistics, we provide a total count of malware for each Key Statistic and counts for 

entries that we assigned to the Endpoint Malware or IoT Malware sub-families.  
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For the study period, we classified a supermajority (75%) of the 1.75 million malware reports where we 

could identify the sub-family as malware targeting IoT devices. We classified the remaining and still 

significantly large set of reports as malware that targeted Endpoint Devices.  

The high numbers of malware that target IoT devices compared to those that target user-attended 

ό9ƴŘǇƻƛƴǘύ ŘŜǾƛŎŜǎ ǎǳƎƎŜǎǘǎ ŀ ǇƭŀǳǎƛōƭŜ ŀƴǎǿŜǊΥ Lƻ¢ ŘŜǾƛŎŜǎ Ǌǳƴ нпȄтΦ ¢ƘŜȅ ŘƻƴΩǘ ǘŀƪŜ ǿŜŜƪŜƴŘǎ ƻŦŦ ƻǊ 

have other behavior patterns such as holidays or catastrophic events that phishers would exploit 

through forms of social engineering. 

Our analyses of these sub-families follow. 
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IoT Malware 
Internet of Things (IoT) Malware accounted for 53% of the 2,493,017 

malware records. Appendix A ς Classifying Malware describes how we 

produced malware records suitable for analysis for this study. 

IoT Malware targets devices ς routers, sensors, DVR or IP cameras, 

wearables, and embedded technologies. These devices commonly use or embed a Linux operating 

system or derivative, but the manufacturers did not adequately secure system services (e.g., Telnet) or 

device management access.  Connecting devices in these unsecured states to the Internet leaves them 

vulnerable to unauthorized remote access and misuse.  

Outdated software is a known contributor 

to the persistent malware growth. In some 

cases, poor patch management practices 

are to blame. In other cases, the devices 

cannot be patched, or software supply-

chain issues leave devices vulnerable to 

decades-old exploits. 

IoT malware is often multi-staged, where 

the first stage or compromise attack gains 

administrative control over the device and 

subsequent stages load denial of service 

attacks or other malware. The use of IoT 

devices in this manner, to pivot into target networks to plant other malware or establish an APT 

presence, is an emerging and growing problem. 

Raw numbers of reported IoT Malware reveal the intended misuse of infected devices. Large numbers 

(often thousands) of infected IoT devices are used to conduct volumetric denial of service attacks; in 

such attacks, these devices send traffiŎ ŀǘ ŀ ǘŀǊƎŜǘΣ ƛƴǘŜƴŘƛƴƎ ǘƻ ƻǾŜǊǿƘŜƭƳ όάŦƭƻƻŘέύ ǘƘŜ ǘŀǊƎŜǘŜŘ ǎŜǊǾŜǊ 

or network and disrupt its services. In some cases, the attackers may try to extort the target, but in 

other cases, the attacks are acts of political or social protest, or a response to a perceived wrong.  Raw 

numbers may also offer an insight into an increasingly worrisome business model: Malware as a Service, 

offered in the public and dark web, creates opportunities for unsophisticated criminals to perpetrate 

malware or ransomware attacks.  

Where in the world is IoT Malware Hosted? 
We determined the top 10 countries reported for serving or distributing IoT malware, by number of 

malware records and by percent of the 1,279,007 records for which we could determine a country used. 
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Table 1 shows where we identified hosting networks reported for serving or distributing IoT malware, by 

total IoT malware records.  

 

Rank AS Name AS number 
# Routed 

IPv4 Addresses 
Total IoT 

Malware Records Ƹ 

1 China169 Backbone 4837 59,099,904 497,402 

2 National Internet Backbone 9829 10,849,792 170,616 

3 CHINANET-BACKBONE No.31 4134 113,161,984 118,364 

4 China169 Guangdong province 17816 3,948,288 93,723 

5 Telekomi i Kosoves 8661 84,224 86,999 

6 China Unicom Guangzhou network 17622 1,371,648 60,806 

7 Hathway IP Over Cable Internet 17488 1,006,592 28,316 

8 China Unicom Shenzen network 17623 942,336 14,465 

9 VNPT-AS-VN VNPT Corp 45899 19,409,408 13,665 

10 WIND Telecom S.A. 27887 63,744 13,634 

Table 1 Ranking of Hosting Networks Serving IoT Malware, by Total IoT Malware Records 
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tǊŜǾŀƭŜƴǘ άbŀƳŜŘέ Lƻ¢ aŀƭǿŀǊŜ 
To identify IoT malware by name, we used tags provided by our feeds. We also examined URLs from 

feeds that do not provide tags, and observed common characteristics; for example, tens of thousands of 

URLs contained the same scheme and file or resource location, differing only by host address and port.  

We submitted samples of these URLs to the community malware analysis services (Virus Total, Hybrid 

Analysis, and ANY.RUN) to confirm our suspicion that these could be classified by name. 

Using the results of these malware checks, we associated 1,279,563 of the IoT malware records with 

Mozi malware and 111,878 records with Mirai malware. We examine these IoT Malware more carefully 

in sections which follow. We did observe conflicting reporting across our source feeds while processing 

IoT malware. In some cases, a URL was reported in one feed as serving Mozi but in a second feed as 

serving Mirai. 

Mozi Malware 
Mozi is one of a family of malware ς including Mirai, Gafgyt, and IoT Reaper ς that exploits Linux-based 

IoT devices such as DVR cameras and consumer grade routers. Mozi has been linked to DDoS attacks, 

spam campaigns, and data exfiltration attacks. Mozi malware uses a password-based Telnet attack to 

gain control over unpatched or weakly-passworded devices. Compromised IoT devices use a distributed 

hash table (DHT) to store contact information for ƻǘƘŜǊ ŎƭƛŜƴǘǎ ƻǊ άǇŜŜǊǎέΦ ¢Ƙƛǎ ƳŜǘƘƻŘ ƻŦ 

communication allows the botnet to operate without a central command-and-control, and the DHT 

traffic may appear typical for services like BitTorrent that employ DHT for distributed file or database 

synchronization.  

Of the 1,739 ASNs hosting Mozi, the top 10 ASNs account for 89% of the reported addresses and the 

top 30 ASNs account for 94%.  

 












































